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1. Implementation of the hardware

1.1. Prior description

The task of the RFID access control system is providing the one-way passage through a door with a
magnetic card, if the passing person identifies and authenticates himself/herself with an RFID tag.

The person can open the magnetic lock from one direction if he/she is registered in the system.

This can be seen on the figure bellow.

Qutdoor RFID module Indoor RFID maodule
with sensors with microcomputer

Data link cable

Power link cable

Power supply

Electric door lock



1.2. Concept of the system

Beside the door, on one side of the door, an RFID reading device is placed. On the reading device
can be found an LCD display and an authorization light.

To open the door the RFID tag has to keep close to the reader. If the person is registered, the
registered person’s name appears on the display of the reader, the enable light goes on, and an
audible beep sounds, and the magnetic lock of the door opens. In the case of an unregistered person,
an inhibitory text goes on the display, an inhibitory light goes on the display, and an inhibitory
sound signal is heard and the door will remain closed.

The system consists of an outdoor and an indoor unit.

The outdoor unit contains only the RFID reader and the display. The indoor unit consists of the
microcomputer and the other components.

This can be seen on the figure bellow.

Qutdoor module Buzzer Indoor module
RFID reader shield =
i 1 ' o
Leps IR <= SD-card
driver
- -
~. LCD 2
I |

Microcomputer

Power
relay shield

USB keyboard
driver shield

I| Power supply

2. Maps of the hardware
The maps of the hardware can be seen on the following pages. It contains the hardware wiring

circuit diagram, and the maps of the printed circuit boards of the indoor and outdoor units.
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3. Components

3.1. List of the conponents

No. Device name Type / Value
1. M1 Arduino UNO R3 microcomputer
2. M2 MFRC 522 RFID module
3. M3 SD card adapter module
4. M4 USB host shield module
5. M5 LCD display module, 1602
6. M6 I°C adapter module
7. M7 Relay module, 5V
8. B1 DC buzzer, 5V
9. L1 Red/Green duo-LED
10. R1 220 Q
11. Cl 100 pF
12. C2 100 pF
13. C3 2200 puF
14. IC1 LM7805
15. CONNI1 PCB terminal block connector
16. CONN2 External USB A connector
17. CONN3 Pinheader connector, 2x5 pins
18. CONN4 Pinheader connector, 2x5 pins
19. CONNS Pinheader connector, 1x4 pins
20. CONNG6 Pinheader connector, 1x4 pins




3.2. Pictures of the components
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4. Implementation of the hardware

4.1. Final assembly design

The final design can be seen the figures bellow. The magnetic lock and the attendance system units

are assembled on the model of the door. The system gets electric power from a built-in power

supply which is also assembled in the same model. It uses 230 V(AC) power.

Outdoor view Indoor view

Keyboard connection for “administrator mode” Connection of the units and other components
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4.2. Inside views of the units

SN TR OTE
N+ Utioks

Inside view of the outdoor unit
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5. Implementation of the software

5.1. Prior description

The implemented system with the supported features by the following services:

- Handling a passive RFID tag: card, key-ring, etc.

- Registering RFID tags on the system:
The registration data should be connected to the controller of the microcomputer on a
SD-card. In this database the names of the people can also be entered. The database
should have a simple structure (nuid.text file).

- The treatment of the keyboard:
If you want to register a new person, you can have a keyboard connection to the indoor
unit (through an external USB port), thus we can give the name of this person and the
registration can be done easily with some different keystrokes.

- Display the name of the entering person on the LCD display.
Visualization of the permission of entering, and the visualization of the light of

prohibition (green and red LED), and make a tone sound.

5.2. Working process of the system

After switching on the power supply, the Arduino microcomputer boots up, and goes to stand-by

state. At this time the system is ready to work, and the “Ready” message appears on the display.

Operational states:

a) “RFID mode”

If we hold an RFID tag (e.g. card) close to the RFID reader, then the software reads the
identifier of the tag (NUID), and searches this ID between the IDs stored on the SD card.

If the ID exists, then it also reads the user’s name, which is stored next to the ID. After that
the magnetic lock opens, the “Welcome” message and the user’s name appear on the display,
the green enable light goes on, and an audible beep sounds.

If the ID of the tag does not exist between the IDs, the software does not open the door, the
“Unknow user” “Access denied!” appears on the display, a red disable light goes on, and an

audible beep sounds. After two seconds the system goes back to stand-by state.

-12 -



b) “Administrator mode”
This mode allows us to register a new user and delete an existing user.
To do so, a PC keyboard must be connected to the USB port of the indoor unit.
After pressing the [F1] key, the system administrator prompts you to log in. After entering the
admin password, the main menu appears.
The [F2] key allows us to start registering a new user. To do this, first enter the user name and
then hold the RFID tag close to the reader. Successful registration is indicated by a short
green light and beep, and the “Successful registration” message appears on the display.
The [F3] key allows us to start deleting an existing user. To do this, just enter the user name.
Successful deletion is indicated by a short green light and beep, and “Successful deletion”
message appears on the display.
Unsuccessful registration or deletion are indicated by a short red light and beep, and the
display shows the cause of the failure (e.g. ID of the tag is already registered, username does
not exist, etc.)
The [ESC] key allows us to exit any of the menu states. If we exit from the main menu, the

“Menu closed.” message appears on the display, and the system goes back to stand-by state.

5.3. Format of the database file

To store the user data and the NUID data we find out a format. This is a simple textfile format.
In it we store each coherent data in separated lines. First place there is the NUID, then a separator
character '#’ follows, and finally the user’s name goes. The username has to be less than 16
character. At the end of the line there should be a Return character (CR and LF characters: 0x0D
and 0x0A).

This can be seen in the following two figures:

B nuid.txt - Notepad

File Edit Format Wiew Help

*1 #Varga Milan
{Z~c#Kosa Tamas
6[=E#Szabo Mate
aZl#Toth Anna

t MxFkocsis Istvan

File has been opened in Notepad.

- 13-



13 XVI32 - nuid.txt

File Edit Search Address Bookmarks Tools XVIscript Help
= [H . e
DEE X & Bl ¢ 8
E34E-FECZE5EElTZE'?El2'34DESECElEZ"JE"’JAH4_l¥Varga MiillanDOO|*
1z ||7B|08|7E| 63|22 4B |6F |73 61 20|54 |€l|6D|61 |72 |0D\0A F3 |{|O~c & Eoasa TamaisOOo
24 |C5|3D 45(23 53 |7h el |6z |6F 20|4D|e1 |74 &5 |0D|/0A F4|0B L=E#Szab|:> MatelOOaO
36||21|3B|23|54|oF|74/a68(20|41|cE|cE |61l |0D|0A A3 (37 |78|8B(|! ;! Tjoth [Ann{abDD0Hh Tixi<
48 |23 (4B €F|63 |73 /€9 73|20 43|73 |74|7¢ 61| cE|0DOA $ | Ejioicislija Iis it wianOmno
h
Adr. hex: 0 |Char dec: 42 |Overwrite

File has been opened in HexEditor.

5.4. Operating process of the software

Once the device is turned on, the “setup” part of the software runs, which is responsible for
initializing and launching each software components. Then, the “loop” section is executed
continuously. Meanwhile doing it, the program monitors the events of the USB keyboard, which are
key pressures and RFID events, this is, the activity of the RFID reader. If any event occurs, the
procedure will handle and execute it. The structure of the software has been designed in the way to
overview and understand it easily. Each of the individual functions is implemented by one method
or function. All of these are in the decoding section of the program code. During the programming,
we tried to use as few global variables as possible, because the Arduino Uno microcomputer has
only 2 kB of dynamic memory. So, the program mainly use local variables. Constant values are
placed in the program memory so the entire program occupies only the 68% of the dynamic
memory.

The flowchart of the program, the flowchart of the administrator’s menu can be found in the

diagrams on the following pages.

- 14 -



5.5. Flowchart of the program

Initialize variables and procedures

l

Setup hardware elements and
start drivers and services

N
Is [F1] pressed? g

Admin password:

Read NUID from RFID tag

l

W+

Open SD card and search
username by NUID on it

See the flowchart of the
administrator menu!

Do not open the magnetic lock, light up
the red signal, and beep the buzzer

Open the magnetic lock, light up the
green signal, and beep the buzzer

Unknow user!

Access denied!

Welcome!

[username]

Delay 2 sec

Delay 2 sec

™
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5.6. Flowchart of the administrator menu

Connect the keyboard and press [F1] to
enter admin menu

Admin password:

Admin password:
Incorrect!

Type password and press [Return]

|s password correct?

F2: Add new use

Default password: rfidadmin

F3: Delete user

Press [F2], [F3] to operation
or press [Esc] to quit menu

Type username:

Type username and press [Return]

Hold the card

ta the reader!

Read RFID MUID, and search for it and
username on the SD card

Is username exist?

Successiul
registration!

Which key was pressed?

Menu closed.

This username Is
already exist!

This card is
already exist!

Type username:

Type username and press [Return]

Search for the username on the SD card

Is usemame exist?

Successful
deletion

This usemame
does not exist!
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6. Appendix

The following directories can be found on the attached CD disk:

\Sketch: directory of the software for Arduino, and the used Arduino libraries

\NUID: directory of the user registration file for SD card, and the description of the nuid.txt file
format

\Documents: directory of the documents

\Pictures: directory of the pictures of the working of the system

7. Final statement

This project was made under the cooperation of Erasmus+ KA2 P.L.E.L. program between the

Hungarian and the Czech partners.

The final hardware and the test software were designed and created in the vocational school:
Miskolci SZC Kand6 Kalman Informatikai Szakgimnaziuma, Miskolc, Hungary.
Hungarian team:

Student: Szedlak Botond

Mentor: Koésa Tamas

The proposal hardware and the final software was designed and created in the vocational school:
Stfedni primyslova Skola elektrotechnick4, Havifov, Czech Republic.
Czech team:

Student: Hynek Tuleja

Mentor: Ing. Petr Madecki

This document consists of 17 pages.
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1. Introduction

Our project is a robot which paints eggs. This robot can paint eggs, but also anything that
has the shape of a sphere for example Christmas baubles, ping pong balls and others.
This is not a project that will revolutionize human life. it is a project that will make people's
lives more interesting and will help people get used to ubiquitous robots. The industrial
revolution, in which people in various positions are gradually replaced by robots, is
inevitable That is why it is worth getting the young generation used to the ubiquity of robots
through the smallest activity, such as painting eggs for Easter. people who have lived
among various robots and machines will be interested in them. this will cause more people
to go to study in the direction of robotics and in the end we will have more technicians and
robotics engineers who can easily find a job in a company that has robots that need to be
repaired, programmed, exchange. | chose this project because | am very interested in
technology and robots. I'm fascinated by the world where robots do the smallest activities,
that's why I'm learning a profession that will give me a good life in this world that gets more

and more like science fiction every year.

https://iautomatyka.pl/zautomatyzowana-fabryka-samochodow-tesli-seria-filmow/



https://iautomatyka.pl/zautomatyzowana-fabryka-samochodow-tesli-seria-filmow/

2. Theoretical part

Before starting any activities we browsed the internet in search of eggbots. these robots
were made of various materials such as wood, metal but our favorite was the one made of
plastic, printed in a 3d printer.

Wooden eggbot Metal eggbot

https://www.youtube.com/watch?v=Iler2DgN rzA https://www.youtube.com/watch?v=TrDg2YI1tQOSo

More information on the technologies used can be found in section 2.3

2.1 Market analysis

There are no similar solutions on the market because it is not profitable for companies to
create such an expensive device that will be used once a year. Instead of limiting
ourselves to painting eggs, we should focus on extending the capabilities of the robot, for
example, painting something bigger than eggs or the ability to convert a robot to a plotter.
Then people will be more likely to buy such robots because they will be more useful for
them than for Easter. for example, our robot has 2 different overlays that make it possible
for a robot to draw on Christmas baubles or ping-pong balls.

Christmas bauble overlay Ping-pong ball overlay


https://www.youtube.com/watch?v=Ier2DgN_rzA
https://www.youtube.com/watch?v=TrDg2YItQSo

2.2 Technical analysis

The principle of operation is very simple. First of all, you need to draw a pattern in the
graphics program that is to be drawn on the egg. It must be a program with the ability to
create paths. we chose inkscape. Any fillings must be done line after the line because the
robot does not detect the shapes, only the path. Then we have to put the egg in our robot.
You should make sure that it is not crooked. If everything is set correctly, turn on the power
supply and upload our project to Arduino and the robot automatically begins to draw. After
completing the drawing process, turn the power supply off and pull the egg out gently.

Our project consists of Arduino Leonardo which is the "brain™" of our robot, 2 stepper
motors that are responsible for the movement of x and y and servo which is responsible for
the movement of z.

Here are photos that show how to connect individual parts:

¥
i
If

Diagram of elements connection

https://www.jjrobots.com/sphere-o-bot-assembly-and-user-guide/



Diagram of connecting the wires
https://www.jjrobots.com/sphere-o-bot-assembly-and-user-guide/

They communicate through Arduino Leonardo. For Arduino to be able to send data to
stepper motors, it needs an overlay called "brain shield" and drivers.

Brain shield Stepper motor driver

https://www.jjrobots.com/product/b-robot-electronic-brain-shield/ http://www.alselectro.com/stepper-driver-a4988.html

To make our robot look better, we have designed special parts, thanks to which the robot
has its own unique look


https://www.jjrobots.com/product/b-robot-electronic-brain-shield/
http://www.alselectro.com/stepper-driver-

The front beam

Logo of the project




2.3 Used technologies

High quality NEMA 17 Stepper motors

Step Angle 1.8°

Step Accuracy <5%

Holding Torque 45 N-cm (620z.in)
Rated Current/phase 1.68A
Phase Resistance 1.650hms
Voltage 12-24 V

Inductance 3.6mH+20%(1KHz)
Weight 280g

SG90 servo
Parameters for 4.8 V voltage:

Moment: 1.8 kg * cm (0.18 Nm)
Speed: 0.1s/60 °

Dimensions: 22 x 11.5 x 27 mm
Weight: 9 g

Arduino Leonardo

Power supply: from 7 Vto 12V
Model: Arduino Leonardo - AOOO057
Microcontroller: ATmega32u4
The maximum clock frequency is 16 MHz
SRAM memory: 2.5 kB
Flash memory: 32 kB (4 kB reserved for the bootloader)
EEPROM memory: 1 kB
| / O ports: 20
PWM outputs: 7
Number of analog inputs: 12 (A / C converter channels with a resolution of 10 bits)
Serial interfaces: UART, SPI, 12C, USB
External interruptions
LED diode connected to pin 13
MicroUSB socket for programming
DC connection 5.5 x 2.1 mm for power supply

B-robot Brain Shield

Two stepper motor outputs
two servo outputs

[2C communications

Push button (customisable)



sensor port (sonar, IR...)

A4988 Stepper motor drivers

Five different step resolutions: full-step, half-step, quarter-step, eighth-step, and
sixteenth-step

Adjustable current control lets you set the maximum current output with a potentiometer,
which lets you use voltages above your stepper motor’s rated voltage to achieve higher
step rates

Intelligent chopping control that automatically selects the correct current decay mode
(fast decay or slow decay)

Over-temperature thermal shutdown, under-voltage lockout, and crossover-current
protection

Short-to-ground and shorted-load protection

Power supply 12v/2A

To print all the parts, a 3D printer was used in Zespét szkét technicznych in Mikotow. we
decided to control using Arduino because we both know how to connect wires and how to
program in Arduino IDE. We used Arduino Leonardo because it has more inputs than the
more popular Arduino Uno and has more SRAM memory that is needed for the robot to
work efficiently. The shield used has special pins designed specifically for controllers used
in plotter projects. We used NEMA 17 Stepper motors and servo motor for movement. The
robot writes on the egg with a 0.5 mm marker. For better effect, use thinner markers (0.25
mm). the program that we used in this project was written in Arduino IDE, but for the
correct operation we also used the inkscape plugin. To create patterns we used inkscape
program because in order for the robot to draw graphics on the egg you need a program
that has the ability to create paths.
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2.4 Financial analysis

S

- Easy construction

- A good start with
Arduino

- Versatility

- Parts can be
reused

W @) T
- High price - There are no such - It can easily be
robots on the market counterfeited by large
- It can easily be companies
destroyed (base need - creating robots with
to by upgrade) larger sizes - Too much price for

the consumer
- A computer is
required for the
operation

The whole project cost something about 168.63 euros. We did not include screws, cables
and other minor things, because these can be found in the workshop. There are no ready
solutions for our project on the market. The only thing you can find are prepared kits for

self-creation.

3 Practical part

3.1 Electronics

Our robot transforms the input signal (being a path in the inkscape program) through the
plugin and Arduino to the data of the Cartesian system, which are our output signal.




Stepper motors are responsible for X and Y movement. We used servo for the z
movement, because it is lighter and smaller, which fits perfectly into the robot's arm

,;r—-—,*




All data is displayed on the screen on the fly thanks to the plug-in used. The screen shows
errors, the current state of the robot, statistics etc.

@ EggBot Control ot

*

Plot Setup Timing Opcje Manual Resume Layers

EggBot Manual Control
You can use this frame to send "manual” commands
to the EggBot: Walk the stepper motors, raise or

lower the pen, enable or disable the motors, or
check the circuit board (EBB) firmware version.

Command: Disable Motors e

Walk distance (steps): 5 =

Mote: Walk distance can be positive or negative.

Press 'Apply' to execute the command.

Zamknij Zastosuj

3.2 Programs

In our project, we used the language used in Arduino programming and plugins for the
inkscape graphics program. on the computer, we draw a pattern using the path. then the
plug exchanges these data for x y z values from which are sent to Arduino Leonardo who
uses egg stepper to apply the egg pattern. The only data we have for storage are
individual patters, so we store them on the computer



D, EggbotHelidays 19.11.2018 15:43 Folder plikdw
D, General 19.11.2018 15:43 Folder plikéw
D, Geometric Eggs 19.11.2018 15:43 Folder plikéw
D, Getting Started 19.11.2018 15:43 Folder plikdw
@ cocacola 20.03.2019 11:04 Dokument 5VG 13 KB
@ EggBotTemplate 31.01.2015 07:32 Dokument SVG 2KB
@ gountlet 09.03.201917:11 Dokument SVG 366 KB
@ PLEL 07.03.2019 21:17 Dokument SVG 16 KB
@ spse 21.03.2019 10:42 Dokument 5VG 16 KB
@ thanos an guntlet 10.03.2019 17:48 Dokument 5VYG 1033 KB
@ thanos 18.03.2019 10:22 Dokument 5VG 932 KB

3.3 Mechanical

To make our project look more like a school project, Mariusz Wrébel has designed 2 parts
that make our robot is different. At the beginning it was to be only the logo of the project.

-

The first prototype had convex letters because | wanted to paint them with paints. after
printing | was not satisfied because the printout was too small. | told you that | would do
another part — a beam with the names of our cities.

This is the first beam prototype



| decided that the printer might not print it, that's why | put a letter in the model. | did the
same with the logo.

At the beginning | wanted to fill these models with paint but plasticine turned out to be a
better idea.



That's how it looks with the rest of the parts.

3.4 Testing

After submitting our parts into one project which went without a problem, we immediately
started painting our first egg. Unfortunately, we wrongly plugged the power supply because
instead of attaching it to the shield, we propped it directly to the Arduino. This caused one
of the driver to burn out. Thankfully our teacher had a substitute otherwise our project
would end on the first day. We have properly plugged in the power supply and we started
printing our first pattern which was the inscription "Hello world".




Then we wanted to print a photo. during printing we noticed that the pen was stuck in a
styrofoam egg that caused the changes and the image came out crookedly.

The next day we brought ordinary eggs on which it was better.




Everything worked, so we thought we would hide all the wires inside the model. during this
accidentally we interrupted one of the wires of the stepper motor. When we gave the next
painting egg, the robot did not work properly and it took us some time to find the source of

the problem.

Here we can see eggs prepared for the show at the end of their stay in Poland.

We continued printing in Slovakia, but on plastic eggs. it was a bad idea because the
material from which the eggs were made did not absorb the ink, which made the eggs

smudge. It took more time for you to touch new eggs.



Here you see the process of creating a colored egg.

4 Conclusion

Our project was successful because our robot fulfills its function. When we made this
project, we learned to draw in 3d, draw vector drawings and collaborate.

We did not have big problems creating this robot. The only problems we came across were
easy to fix. As of today, we do not intend to start a business related to our project but
maybe one day there will be a moment.

Other applications of our project are, as we said earlier, painting of Christmas balls.

As for international cooperation, We are satisfied with it. we managed to do the majority of
the project before the first meeting, thanks to which we had a lot of time to test our robot.



Going to the pros and cons of the project, We areable to name only the pros, because if
there were any cons, they were overwhelmed by the pros.

Examples of pros:

- Great accommodation
- Kind people

- Good studio equipment
- Helpful teachers
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1 Introduction

After listing the projects in the international project Erasmus +, in which our school
was also involved, | thought that | might be involved as well. Although | wrote this
project as the second in the application, but after | got it | found out that | was most
interested in it. | got a foreign partner, a student of a Slovenian partner school in
Murska Sobota Aleksa Marinic.

We built our project on the ESP-12E microcontroller, which is a copy of the ESP8266
microcontroller and on the HELTEC e-ink 2.9. | have devoted myself to the hardware,
design and communication via wireless technology. While Aleks Marini¢ has devoted
himself to designing the format of the data to be sent, the communication protocol
and the creation of a website through which data can be changed on the electronic
price list.

We used foreign online stores to buy, especially the best known E-bay or AlieExpress.

Initially, we had minor problems with starting a microcomputer, but everything was
solved, so we started working on price tag design, communications and later on the
website.

We would like to thank p. Ing. Michal Copka, as well as foreign teachers, who acted as
a consultant for our project and many times supplied us with many great ideas and
motivation.



2 Theoretical part

Perhaps the most common is nowadays used paper price tags, which have to be
constantly printed and rewritten, or overlapped with something. But the time goes
forward and in this way some trades can be upgraded for a relatively small amount.
The electronic price tag is cheap, economical, energy-free, so unless data changes,
requiring some minimal energy. Price tag maintenance is very easy and the easiest
way is to charge the batteries or replace them.

2.1 Market analysis

Our electronic price tag is similar to electronic reader kindle. The electronic price tag
needs energy only to overwrite the display. The display is energy independent. The
entire circuit is powered from the lipo battery.

Display is black and white, works only on 2 colors. Eink is the inventor of several novel
types of electrophoretic ink, often called electronic ink. When laminated to a plastic
film, and then adhered to electronics, it creates an Electronic Paper Display (EPD).
Although futuristic-sounding, electronic ink is actually a straightforward fusion of
chemistry, physics and electronics. It’s so much like paper, it utilizes the same
pigments used in the printing industry today.

ESP8266 is a 3V WiFi module very popular for its Internet of Things applications. ESP
8266 maximum working Voltage is 3.6V and its very important to note. You must
know how to power it, how to serial-connect it with Arduino safely, how to ping and
many other things.



2.2 Technical analysis

The connection between esp8266 and the display is as follows:
3V3-VCC

GND-GND

D7 - SDI

D5 - CLK

D4 - CS

D3-DC

D1 - BUSY

RST-DO

We need to connect RST pin with pin DO, because we want to save energy. With this
connection we can take our esp8266 to the deep sleep mode. We may also connect
the battery to pin Vin and pin GND.



2.3 Used Technologies

The Arduino IDE is an integrated development environment (IDE). It is composed of tools that help us
to program the Arduino. The most striking feature is a white text box with a text editor. There are also
various menus such as Arduino selection, serial links that are attached, or a list of sample examples. A
common help is a window for displaying serial line messages. Arduino IDE supports various Ardiono
boards such as Uno, Nano, Mega, Esplora, Ethernet, Fio, Pro, Mini ...

Archivo Editar Programa Herramientas Ayuda

sketch_jan22a

void setup() ( -

Arduino/Genuino Uno en COMS

Pic. 2.3-1. (Arduino IDE)

Universal programming languages are C and C ++. The program also includes some built-in libraries
such as EEPROM, Firmata, GSM, Servo, TFT and WiFi.



Microsoft Studio Code is an editor created by Microsoft for Windows, Linux and macOS. It includes
debugging, syntax highlighting, intelligent code completion ... It can also be set to be as user friendly
as possible.

advantages:

e is poor

¢ open source and free license
e simplicity

e freedom

e community

¢ potential

4] Autcloader,php - mediswiki-130.0 - Visual Studio Code - Ingiders - o X

File Edit Selection View Go asks  Melp

waAL/
) elsedf ( ssset{ SwgAuL. 5* X

81l » = $wgAutoloadClass

y {
)
) 1

« array change key case

LocalClassestower[$lowerClass] ) ) {
Ln 46, Col 45 (1B selected) TabSizmd UTFS IF PP @ A

Pic. 2.3-2. (Microsoft Studio Code)



2.4 Financial Analysis

The electronic price tag can be purchased from China for some € 10 approximately.
But our market does not offer such a price and there is a problem. Is it better to buy
large amounts of such price tags or make them?

For the first time it is a little more expensive to make such a project because one does
not know which parts are best for him. We decided to use esp8266 microchip, which
costs about 15 €. We also used an eink display whose price depends on quality. If one
chooses a cheaper one, the colors will be weaker. The more expensive picture is the
better picture. The price is around 20 €. The battery is the cheapest of all. It cost
about 5 €.



3 Practical part

3.1 Electronics

NodeMCU is an open-source platform that allows you to create interactive projects,
especially in the field of automation, or other projects to connect to the Internet /
other devices.

parameters:

* Processor model: Xtensa LX106
e Processor frequency: 80 MHz

e Number of processor cores: 1x

e Memory capacity: 4MB

e 802.11n Wireless LAN
outputs:

e micro USB

¢ 11 GPIO pins

The heart of the NodeMcu includes a single-core 32-bit Xtensa LX106 processor with
RISC instruction set and 80MHz. It can be overclocked to 160MHz.

Up to 1MB of compiled code can be uploaded to the board and it is equipped with MB
flash memory. Offers up to 11 GPIO pins. While all but GPIO16 can be PWM
modulated. The output current of the GPIO pins is 12 mA at 3.3V. With a long load of
5V, the ESP8266 chip overheats and is destroyed. There is also one analog pin on the
board. By default, ESP8266 can use a pin between 0-1V. Thanks to the NodeMCU
components it operates in the range of 0-3.3V. ESP8266 implements 802.11 wifi at 2.4
GHz in b / g / n bands, with the best gain of 25dB in b.

NodeMCU supports interfaces such as OneWire, 12C, SPI, UART, ADC. The board can
create HTTP, HTTPS request POST and GET method and has a fully integrated MQTT
protocol. It also supports WEP, WPA / WPA2 PSK encryption. The board can also be
programmed in Micropython, Javascript, Lispe and others. It can also be programmed
via OTA (On the air), so wirelessly, without having to connect to the computer.



Pic. 3.1-1. (Esp 8266)

Pic. 3.1-2. (Esp 8266)



We chose the HELTEC E-ink 2.9-inch screen. Eink or even electronic paper is a flat
display unit that reflects light as normal paper, capable of storing text and images
permanently without power consumption.

parameters:
e Size 296x128
¢ Black and white

* VCC, GND, D/ C, SDI, CS, CLK, BUSY inputs

Pic. 3.1-3. (Display)
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wuu. heltec.cn
‘ : 5

Pic. 3.1-4. (Display)

We also used a CELLEVIA BATTERIES LP443450 3.7V 750mAh battery. And to it a charging board that
can be charged through a micro USB charger. The LIPO battery is a lithium-polymer battery that is
used in almost any electronics. They have features such as:

e Lightweight

e Relatively high capacity
¢ Minimal self-discharge
* Great performance

e It is relatively small

| CELLEVIA BATTERIES
L LP443450 3.7V 750mAh

Pic. 3.1-5. (Battery)
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3.2 Programs

The website is currently on free hosting. The website is still only for functionality. In
the future, we would like to make the website so that each user has their rights. To be
one main user who could create accounts and those accounts to be able to change
data on the electronic price list. It will all work by signing up.

Here we have some examples from code:

unsigned char

image[1024];

Paint paint({image, 0, 0);
Paint paintl {image, O, 0);// width shom
Paint paintZ{image, O, 0);
Paint paint3{image, O, 0);
Paint paintd{image, O, 0);
Paint paintb{image, O, 0);
Paint painté{image, O, 0);
Paint paint?{image, O, 0);
Paint paint8{image, O, 0);
Paint painti{image, O, 0);
Paint paintl0({image, 0, 0);
Paint paintll {(image, 0, 0);
Paint paintlZ({image, 0, 0);
Paint paintl3{image, 0, 0);
Paint paintld4{image, 0, 0);
Epd epd;

f Initialisation for variables
char price[100];
date [100] ;7
tax[100];
price without tax[100];

n
[11]
H

n
[11]
H

g F J
[11]

[11]
H

H

gquantity[100];

n
a
[11]
H

price gquantity[100];

n
a
[11]
H

name good[100] ;7
id number[100];
priceWithoutTax[100];

n
[11]
H

n
[11]
H

In this section, we define individual code variables.

12



client _print (String("GET ™) + url + ™ HTTBE/1l_1%\r\n" +
"Host: " 4+ host + "hwrn"™ +
"Connection: closehrhn\r\n™);
unsigned long timeout = millis{);
while {(client.awvailaklel) = 0} {
if (millis{) - timeout *> 5000) {
Serial .println{"¥*>»» Client Timeout !™);
client.stopl);

return;

Iy
char x[lDU]d
ff Bead all the lines of the reply from server and pr:
while {(client.awvailakled)) |

String line = client_readStringUntil{'\c'):

Serial .print({line);

line_ toCharfrray({x, 100);

forf{int i = 0; i < 9%; i++) {

x[i] = =x[i + 11

This is communication with server and answer from server.

13



3.3 Testing

Since we are both from different countries and schools. So we initially worked on the
project separately. First, we started to create the design and layout of the elements
on the electronic price list. Since we initially had a problem linking ESP8266 with our
paper screen, we created the code through Arduino Uno. Over time, we found out
how to connect ESP8266 with a paper screen. It was enough to define the ports in the
code. The connection to the screen is as follows: Pin 3V3 is connected to VCC pin, pin
GND is connected to GND, pin D7 to pin SDI, pin D5 to pin CLK, pin D4 to pin CS, pin
D3 to pin DC and pin D1 to pin BUSY . After the success we decided to continue
working on WiFi connection. We started by creating a simple website that we created
with Microsoft Studio Code. After creation, we focused on communicating this
website with the ESP8266 microcomputer. We initialized individual variables in the
code for the ESP8266 microcomputer. We have created a program in PHP where we
have guided individual variables from the website into the memory of our
microcomputer ESP8266. We have created a code that records the individual variables
and of course the connection of the ESP8266 microcomputer to available WiFi. All
these aspects are being watched by the monitor series in the Arduino IDE
development environment. In the beginning we had a problem with the fact that the
individual data was recorded too long. We later fixed this issue. We have solved this
by sending individual variables at once and then splitting them in the program. We
also resolved the automatic recalculation without VAT. After entering the amount and
VAT, the price excluding VAT is recalculated. All these PHP programs are uploaded to
the servers on which the website is connected and to which the microcomputer is
connected by WiFi after the data change.

14



4 Conclusion

By implementing our project we have brought an interesting solution for the
modernization of shops. We have shown that this is a relatively simple and cheap way
to do it. This solution is almost energy-independent, mobile, easy to use. To operate,
it needs to have its own WiFi network, which is used almost everywhere today. We
think this or similar solution will be commonly used in stores in the future.

We can see the potential for improvement in a color screen from a better
manufacturer. Maybe in speeding up or possibly some interesting characters on the
price tag. The website could also be able to award prizes to authorized employees.

Perhaps the biggest problem was the constant redrawing of the screen, which was
solved by the condition that the screen should only be redrawn if a value is changed.
If no value is changed, the screen will not be redrawn. We also had a problem getting
involved. But this problem has been solved over time. There was also a problem with
the missing € sign in the paper screen library. However, we see the biggest "pluses"
that we have experience in designing and implementing a project, solving problems
and trying to remove them.

15
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6 Attachments

ChooSe. gyice. faa =

Enter name of product

Enter price of product

Enter tax of product

Enter qantity of product

Enter price of gantity of product

dd.mm.rrrr

Enter barcode of product

#include <5PI_h>
finclude <epdZini _h>
finclude «<epdpaint._h¥»
finclude "imagedata.-h"™
fdefine COLORED a
fdefine UNCOOLORED 1

fdefine BUSY PIN 5 /75 D1
fdefine RET_PIN 4 ;Jr D2
fdefine DC_PIN i I
fdefine C5_PIN Z /5 D4

£ Inmclude likrary for WIFI
finclude <ESPEZGeWiFi_h>

finclude «EEPROM._h>

fFf BE5ID and password for WIFI connection

const char* gaid = "Roman-WiFi";
const char* password = "sromangd™;

const char* host = "www.eptag.co.nf™;



unsigned char image[10Z4];

Paint peinti{image, 0, 0);

Paint paintli{image, 0, 0);/ S width shou
Paint peintZi{im=ge, O, 0);
Paint paint3{image, 0, 0);
Paint peintdi{im=ge, O, 0);
Paint peintbhi{im=ge, O, 0);
Paint paintocl{image, 0, 0);
Paint peint?i{im=ge, O, 0);
Paint paint8({image, 0, 0);
Paint peint9{im=ge, O, 0);
Paint peintlld{im=ge, O, 0Q);
Paint paintll (image, O, 0);
Paint peintlii{im=sge, 0, 0);
Paint peintli3{im=ge, O, 0Q);
Paint peintld{im=ge, 0, 0Q);

Epd epd;

A Imitislisation for wvariabkles
char price[100];

char date[l00];

char tax[100];

char price without tax[100];
char guantity[100];

char price guantity[100];

char name good[100];

char id number[100];

char priceWithoutTax[100];



char ID[1];
char ID oldll]l:

int counter = 0;
int counterZ = 0;

int ending = 0;

woid setupi) {
Serial begin{9&00);
EEPROM .begin(512) ;
del=y({10);
ID old[0] = "£';

woid loop{) {
S We start by connecting to a WiFi network
Serial .printlni);
Serial .printlnii;
Serial .print ("Connecting to ");

Serizl.printlni{ssid);

- S T R 1
I WOrKE—133ues W1lth

m
t

WiFi.mode (WIFI STRZ);

WiFi_.begin({ssid, password);

A5 We TIrY To COonnect To WiPl

while (WiFi_status{) != WL_COMNECTED) {
delay (500);
Serial .print(".");

I

Serial .printlni{"™);

Serial .println("WiFi connected™);
Serial println({"IP address: ");
Serial println(WiFi_.locaelIB{));

delsy (5000} ;

Serial printlni{™ "™):
Serial print ("connecting to ");
Serial .printlnlhosat);
Jf Use WiFiClient class to create TCP connections
WiFiClient client;
const int httpPort = 805
if {!client.connect (host, httpPort)) {
Serial .println{"connection failed™);

return;

S5 We now creste a URI for the reguest
String url = "Jeptag/eptagl.txt™;

Serial _print ("Bequesting URL: ");

Serial .printlniurl);



client_print (5tring("GET ™) + url + ™ HITES1_1l\r\n"™ +

"Host: ™ + host + "\r\n" +
"Connection: cleosehzni\r\n");
unsigned long timeout = millis();
while (client.availakle() == 0)
if (millis{) - timecut > 5000) {
Serial .println("»»> Client Timeout !™);

client.stopl);
return;
}
}
char x[1001;|
S Bead 2ll the lines of the reply from server and pr:
while (client.aveilabkle()) {
String line = client.resdStringUntil (" \z");
Serial .print (line);
line.toCharfirray(x, 100);
for({int i = 0; i < 3%; i++) |
x[i] = =[i + 11;

}

}

counter = 0;

counterZ = 0;

ending = 0;
ID[0] = =x[0];
ID 0l1d[0] = EEPROM.rezd(0);
counter = (counter + Z);

fori{int ¥ = 0; v = 100; y++) {
ifi{x[counter] == "§") |
countert++;
break;
}
tax[y] = xl[counter];
countert++;

forlint ¥ = 0; ¥ < 100; w++) {
ifi{x[counter] == "§") |
countert++;
break;
}
quantity[y¥] = xlcounter];
counter++;

foriint ¥ = 0; ¥ < 100; wy++) {
if({#x[counter] = "§") |
countert++;
break;



Serial.printlni);

Serial.println{"closing connection™);

if ﬂepd.Initdlut_full_update:l I= 03 {
Serizal _print("e-Paper init failed");

return;

f# We checked if new ID is egual toc the old ID (ID old)
iZ{ID[O] !'= ID old[O0l) {

Serizal .println({"Refreshing screen.™);

//ID old[0] = ID[O];

EEPROM . write(0, ID[O]);
EEPROM . commit () ;7

epd.ClearFrameMemory (0xFF) ; f/ bit set = white, bit reset = black resetuje obrazowl
epd _DisplayFrame();
epd.ClearFrameMemory (0xFF) ; £/ bit set = white, bit reset = black

epd.DisplayFrame();

F T T i T i i i i i i i i i Fr il i rfidsdiirfres,

paint. SetRotate (ROTATE 30);
paint_SetWidthi(le&);
paint_SetHeight (120);

paint.Cleaxr (COLORED) ;
paint.DrawStringat (0, 4, "Price without tax", &FontlZ2, UNCCOLORED);
epd.SetFrameMemory (peint.GetImage (), &0, 30, paint.GetWidth(), paint.FetHeight());

else |

Serizl println{"Screen is not refreshing.");

forlint i = 0; i < 100; i++) |
pricel[i] = " ';
date[i] = " ";
tax[i] = ' ';
price without tax[i] = " ';
quantity[i] = " ';
price guantity[i] = " ';
name _good[i] = " ';
id number[i] = " ';
priceWithoutTax[i] = " ';

Serizl .println{"DeepSleep — STARI™);
ESP.deepSleep (30eg) ;
Serizl println({"DeepSleep - END");



=

W1F1 cCr
IP address:
132 .163.0.10%

connecting to eptag.co.nf
Hegquesting URL: /test.txt

HITE/1.1 Z00 OE

Date: Sum, Z4 Feb 2015 1Z:30:33 GMT
Server: Apache

Last-Modified: Sat, 23 Feb 20139 Z0:39:11 GMT
ETag: "Z2a-58Z35b3Z27cbifg"”
RAccept-Ranges: bytes
Content-Length: 42

Connection: close

Content-Type: text/plain

TEZ0RELE25E10EName§2019-02-284bar codefBi#
lnginm monnastion

[¥] Automatické rolovanie Riadok nemé ukonéovacimak v | 9600baud v | | Vymazat vistup

\
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1 Introduction

The purpose of the project is for students to get to know what's happening in the real
world, which means, they can transfer things that are happening in large complexes to a
model that they produce.

Throughout the whole project we tried to not buy everything, but we used materials that
were already in use and we re-used them through the project. In the whole project, we
consider that waste is a major problem on.

| have chosen this project because | have greenhouse in the garden, so | know which work
is behind growing the plants. If it's dry season, the greenhouse must be watered every
day, at low temperatures the greenhouse would have to be heated to make your plants
flourish and for vegetables to enjoy them.

We tried to solve regulating the basic requirements needed for plants maintenance like
plants irrigation, ventilation, heating or cooling the air in the greenhouse. To have enough
water in the water tank the water level there will be controlled and for the lack of water it
will be pumped from the external tank. Only with these changes the customer’s work will
be decrease a lot.

Next thing to regulate is light amount there, when is necessary to shine during the day,
when it isn’t and when to turn lights in greenhouse off to have a rest in the night.

To save energy, solar panels can be added to charge the battery from which the control
units, sensors, etc. are powered. At the same time, for the protection of the environment,
the plants will be watered mostly with rainwater, which will not only reduce the rare
drinking water usage, but will also be better for them because, unlike drinking water, it
contains no chlorine.

A fertilizer dispenser may be added for customers who will use greenhouse mostly for
growing vegetables. This could be triggered either by pressing a button, or triggered by a
timer set by the customer as needed.



2 Theoretical part

Our task was to create a functional greenhouse model. We undertook these tasks by first
visiting a normal greenhouse in our area. There we got useful information about what
information is needed for the operation of such a system.

After talking to the owner of the greenhouse, we found that everything could not be done in
our model. Therefore, in agreement with the Czechs, we decided to use the following data
on our model:

- measurement of room temperature and humidity

- measurement of soil moisture

- watering and measuring the height of the water in the reservoir

- heating - opening and closing windows

- alarm when value is exceeded

- Wi-Fi connection

2.1 Market analysis

My school is located in the agricultural area of Slovenia. Therefore, there are quite a few
greenhouses in our area that deal with commercial vegetable production.

In the Moravian-Silesian Region, greenhouses are only private in gardens or smaller
horticultural firms. We had greenhouses in Havifov, where flowers were grown at the
Havifov event in flowers, but today they are replaced by the Globus hypermarket.

2.2 Technical analysis

This project is divided into five main parts: measurement, control of measured values,
regulation, listing and settings for changing intervals for given quantities, which are soil
moisture, temperature and air humidity.

Since this program is designed for a reduced model of a greenhouse, we have solved it by
averaging the values of the quantity obtained from the sensors and then comparing them
with the interval for the given output, by means of which we control its regulation. Here are
the outputs, the quantity that the given output controls, and then its interval, which will be
used as the default, with the variable names for its limits to control it:



Values regulations
Value Soil humidity Air humidity Air temperature
< | Extreme Min. Max. Min. Max. Min. Max.
S
g Set
£ 20% 40% 40% 50% 27°C 28°C
value
Output irrigation - - ventilation | heating cooling
Regulations

A specific description of the individual regulations can be found in the Used Technology
section.

2.3 Used Technologies

| used a single board computer Arduino Mega 2560, which | programmed in Arduino IDE
environment, to put the whole project into operation.
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| used the following types of sensors to measure the quantities:

2pcs DHT11 - temperature and humidity sensor

4pcs Soil sensor with LM393 chip - for soil moisture measurement

1pc HY-SRFO5 - ultrasonic sensor for monitoring the amount of water in the tank by
scanning



DHT sensor Soil sensor with LM393 chip Ultrasonic sensor

The DHT sensor is used to measure air temperature and humidity. It has one wire for
sending temperature and humidity data to the Arduino a two pins to power the sensor. The
fourth is not used. The data pin is connected to the Arduino as a digital input. If one of the
pins is not connected to the Arduino, it returns nan, which is useful for checking if it is
connected, or not.

Soil sensor only measures soil moisture. In addition to power, it has two pins for data. One
sends data in analogue form, while the other sends only logical 1 and 0. With this sensor,
it is not possible to determine whether it is connected or not using the measurement
function, since analog inputs always have some environment and voltage-dependent
value, while in digital it will always show that it is dry.

The last type of sensor is designed to measure distances from 2 to 450 centimeters. It is
shown in two versions: with or without output pin. Both types have Echo and Trig pin. By
sending a 5us pulse to the Trig pin, the sensor sends an ultrasonic signal and measures
how long it returns. The measured time is sent to Arduino using Echo Pin. Subsequently, it
must be converted to centimeters by multiplying by 0,01715. This constant is obtained by
dividing the sound velocity at 20 ° C in cm / us (which is 0.0343) by two, since the
measured pulse also includes the backward path and we would have twice the distance.

| used the following parts to make the controls:

1pc 8-channel relay module - for triggering control components
2pcs 28BYJ-48 - stepper motors for opening and closing windows
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Eight-channel relay module

A relay is a component that switches a high current circuit on a low current circuit. Thereby

the circuits are separated and there is no risk of destruction of components in a small
circuit.

Stepper motor

A stepper motor synchronous motor that rotates in steps, depending on the number of pole
pairs inside the motor. For its proper function we use driver with ULN2003 circuit.

These components serve as a display and control system:
1pc HD44780 - LCD display for displaying values or errors
1pc Membrane keyboard 3x4 - for controlling the greenhouse and setting the interval limits



LCD display 20x4 Numeric keypad

This display has four lines of 20 locations. An 12C interface is soldered from behind,
reducing the number of wires to just four, thus making it easier to connect to the Arduin -
two pins for 5V power and control signals SDA for data and SCL as a clock signal.

The mechanical numeric keypad we use consists of four rows and three columns. It has
seven pins, each of which means a given line or column that serves as the coordinate of a
button pressed. When pressed, two pins (one column and the other line in which the
button is located) send a signal to the Arduino that a button is pressed, and pressed on the
display device based on a given row / column combination number or character.

Here are the components needed to connect to Wifi:
1pc ESP8266 - 01 - Wifi module
1pc HW-580 - adapter for WiFi module ESP8266 — 01

.UDEN-SNHQT ESP-81 Adatper

Wifi module ESP8266-01 adapter for Wifi module ESP8266-01

This Wifi module is one of the range of ESP8266 modules. When purchasing this module,
it already has an AT command program installed, so it can work when connected to
Arduino. However, if it is to work independently, a special USB adapter must load the



program, but this will erase the AT command program so that it will no longer be usable. It
works in 3.3V logic.

The adapter shown on the right serves to convert the voltage from 3.3V to 5V and vice
versa directly for ESP 01, so no circuits with resistors or transistors can be solved.

Here's some information on how we'd like to implement regulation:

1. Soil moisture regulation

It will be controlled by drip irrigation. When the soil moisture reaches a minimum, the
solenoid valve opens and the soil begins to irrigate, until it reaches the middle of the
interval. At this point, the valve closes.

2. Humidity control

In this case, | use the opening and closing windows that we will solve by two stepper
motors rotation, each one attached to one window. To open the window, the motor rotates
fifty times 360 ° angle and the same for closing in the opposite direction.

The windows open when the air humidity rises above the upper limit. The windows will
close when the humidity drops below to the middle of interval.

3. Air temperature control

Here | use a heating light bulb and a computer fan for cooling. If the temperature exceeds
the middle of the interval, the bulb is switched off. When the upper limit is exceeded, the
fan starts, which switches off again in the middle of the interval when the temperature
drops. If the temperature drops to the lower limit, the bulb turns on and heats the
greenhouse again.



2.4 Financial Analysis

SWOT analysis:

Strong: - makes the job much easier for the customer
- there is no need for frequent visits to the greenhouse
- ecological
- possibility to monitor current and older measured data on the Internet
in graphic presentation

Weak: - no fertilizer dispenser
- our model is powered from the mains, so it must be near a power outlet
- for real size applications, control types need to be changed for more
efficient operation

Opportunities: - can be improved, for example, by supplying fertilizer
- in the case of the use of controls without the need for mains power, it is
possible to use a battery that can be charged with solar panels, and
the location of the greenhouse will not depend on anything

Threats: - if one or more soil sensors are suddenly disconnected, the average soil
moisture can be affected and irrigation may be poorly controlled.
- in the event of disconnection of one or more soil sensors,
the greenhouse does not notify the customer in any way, this problem
can be detected during continuous monitoring of the values via
the Internet or by occasional checking of the sensors by either inserting
the sensor into the water or wrapping it in a dry cloth

Costs:

Here is a list of used components for making the model:

Name Characteristic Price (euro)
1 Plexiglas 3mm 1,5m2 90,00
2 | water pump 1000l/h; Claro 35,00
AC220-240V, 50Hz,22W
3 | bulb 60W 4,00
4 | water tank 1,5l 9,00
5 heating pipes different 15,00
6 | grass container 43x30 cm 11,00
7 | watering material Pipe, steel strip, ... 20,00
8 | fan from the computer | DC 24V, 1,7 W 0,00
9 | adhesives Hot, silicon, moment 18,00
10 | Wood construction 70x60x15 cm 0,00
11 | Consumables Screws, spacers 20,00
12 | electrical clips 0,00
13 | Switching power supply | Input: AC 230V,5A 0,00
Output: DC 3,5V; 5V; +/- 12V

Costs from the Slovenia side (Components with 0,00 price were not bought)
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Here is a list of the components used to implement the regulation and the correct
functionality of the program:

Component Quantity | Price per piece | Total pricein €
Arduino 1 29,61 29,61
DHT 11 2 2,49 4,98
Soil humidity sensor 4 2,45 9,81
Alarm 1 3,46 3,46
Stepper motor + driver 2 5,10 10,19
Ultrasonic sensor 1 3,66 3,66
Keyboard 3x4 1 3,11 3,11
Wi-Fi adapter 1 7,24 7,24
LCD display HD44780 1 13,00 13,00
Wi-Fi module ESP 01 1 3,00 3,00
Relay module 8 channels 1 13,46 13,46
In total 2609,00 101,52

Costs from the Czech side (price converted from CZK by the exchange 1 CZK = 25.7EUR)



3 Practical part

For the greenhouse we used Arduino MEGA as the central part. After discussing with our
colleague, we decided to carry out the following measurements in our glasshouse, namely
the measurement of moisture in the atmosphere and in the soil (FC-28 soil sensor), the air
temperature, and the measurement of the water level with the ultrasonic sensor (HC-
SRO04). To perform the actions we used 2 DC motors to open or close the windows. We
also used an aquarium pump to water the soil as needed. We also included the fan and
bulb system with which we will heat the greenhouse.

We also had to use relays in our system since Arduino can deliver up to 5V voltage, but
we also needed 12V motor and alarm outputs, and 230V outlet for fan, pump and bulb

The program was written in the C language, in the Arduino program, the program is
running the line for the line, and calls certain commands from the sub-libraries, Arduino is
programmed so that if it detects that one of the sensors is not connected, or immediately
notifies it via siren, and reports an error via the LCD display (20x4 characters). Arduino
has a Wi-Fi module connected to it, which can connect to the local Wi-Fi, and,
consequently, can provide information about the state of the greenhouse to another
server, otherwise we can observe the state of the greenhouse through the LCD display,
and through it we perform, and change the parameters set in the greenhouse, all this is
done via a keyboard (3x4).

10



3.1 Electronics

MOTOR1 MOTOR2

4O 4O
B

Power 12V

Aquarium
pump

ol

E Power 230V
=)

fritzing

Diagram of the electrical part of the greenhouse, created in the Fritzing program

First after running Arduino and displaying Hello on the LCD display, the greenhouse asks
whether you want to run it with internet connection and sending measured values to the
internet or not. If you agree, it will require your Wi-Fi name and password.

Entering this data works on the principle of old button phones, so it will not be particularly
difficult for older generations (see Table for entering Wi-Fi data). After selecting the correct
symbol, you can press the button on which the next symbol is located to confirm it and the
program will automatically save the previous one. If the next character is on the same
button as the current one, the current one must be confirmed by pressing * once to confirm
the current symbol and the cursor moved one position to the right. The # button is
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available to delete one or more characters. The confirmation is then executed by pressing
* twice and moving to the password entry stage, which works just the same except that
when the cursor is moved to the next position, the current symbol changes to * to avoid
any abuse. Once again, the password is confirmed by double pressing * and the Wi-Fi
login starts. If it takes more than 10 seconds to log in, you probably have one of the wrong
entries and must restart the entire Arduino using the Reset button. If WIFI CONNECTED
appears on the LCD, it means that it has successfully connected to the Internet.

count | button 0 1 2 3 4 5 6 7 8 9
0 space a d g j m p t w
1 0 - b e h k n q u X
2 _ o f i I o] r \% y
3 / A D G J M s T z
4 & B E H K N P U W
5 1 C F I L (0] Q \Y X
6 2 3 4 5 6 R 8 Y
7 S z
8 7 9

Table for entering Wi-Fi data

After a successful login, the sensors are measured and checked to see if they have been
measured. If there is a bad contact between the sensor and the Arduino, or if there is a
complete disconnection, the display will show Error and number 1-3 (except for soil
sensors) and the buzzer will be triggered and then switched off by pressing *. Here is a list
of errors and the sensors that belong to them:

Errors Type of sensor Pin on Arduino
Error 1 DHT11 2
Error 2 DHT11 3
E in—
Error 3 Ultrasonic cho p.m 8
Trig pin—9

List of the errors and their meaning

If the values pass the check, some of them must be transferred or averaged. Then comes
another check, this time whether or not a regulation should start or stop. If so, it will show
up on the LCD. Then, the adjusted measured data is sent to the display and then to the
Internet.
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Finally, there is some time to wait for the * button to be pressed to turn on the setting
mode. In it, the limits of temperature and humidity control intervals can be changed.

This mode consists of three phases: the selection of the quantity, the choice of the interval
of the interval (the lower = the minimum, the upper = the maximum) and the input of the
new value itself. Again, the buttons * (confirmation) and # (deletion of the last number,
return to the previous phase, when the button is pressed in the first phase with the empty
entry field ending the setting mode) are used, but the 0-9 buttons are already typing
numerically. Here are the preferences in the stages:

Number Phase 1 Phase 2 Phase 3

1 Temperature Minimum

Entering new values

2 Air humidity Maximum in the range 10-99

3 Soil humidity -
Phase of the setting mode

If the * button is not pressed at the time to start the mode, it will return to the beginning and
the sensors will start to measure again. The whole process, from measurement to waiting
for setting mode to run, takes about one minute.

3.2 Programs

We use the Thingspeak website to view the measured data on the Internet via Wi-Fi.
We've created an account on Google and Thingspeak to use it. Here are the data used to
create them:

SEMTAMTE

greenhouse. erasmus @gmail.com

You can use letters, numbers & periods

----- - =t m 1 rrmm
FasswWol LT

Greennouse2019 Greennouse2019

Gmail account data
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UserID

GreenhousekKA2 o
Password
Greenhouse2019| (/]

Thingspeak account data

Here is Thingspeak page with graphs of individual values:

QThingSpeak"‘ Channels »  Apps~  Community  Support v CommercialUse  HowtoBuy  Account >  SignOut

Greenhouse

Channel ID: 741175
Author: greenhouseka2
Access: Public

Private View Public View Channel Settings Sharing APl Keys Data Import [ Export

I Add Widgets “ Export recent data MATLAB Analysis MATLAB Visualzation

Add Visualizations

Channel Stats

Entries: 59

Field 1 Chart o # x Field 2 Chart o & %

Air Humidity Air temperature
24.15 375
_ 24.1 _ 37
£ 2
E 24.058 I3 365
2 -
=
24 36
23.95 355
15:37 15:38 15:38 15:37 15:38 15:39
Date Date
ThingSeaak.com ThingSpazk.com
Field 3 Chart F o # x Field 4 Chart E o &S %
Ground humidity Water Level
76.5 18
76
2 E
£ 75.5 =
= L
75
745 15
15:37 15:38 15:39 15:37 15:38 15:35
Date Date
ThingSpazk com ThingSpazk com
Thingspeak website
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3.3 Mechanical

We have incorporated or assembled a shaft connected to the electric motor in our
greenhouse and are connected to the window and through this shaft to the nuts attached
to the greenhouse window that opened or closed the greenhouse window in relation to the
temperature or humidity in the greenhouse if it is too big or too low.

We also used a PVC tube with a larger diameter in which there is a 230V bulb with a
power of about 70W, which will be located on one end of the tube through the fan, the
heater will heat.

3.4 Testing

Example of a smart greenhouse in practice

Since the greenhouse is not yet completely finished, there was no possibility to test it as a
whole. As far as the software part is concerned, we have the whole done and tested.

15



First | tested and familiarized with the components to see if they were defective. | found
either a trusted program for that component on the Internet, or a sample program obtained
by installing some of the libraries, and after uploading the program tried to get some
feedback. After verifying the individual components, | gradually added all the test programs
to one program and always checked for problems. Then | slowly edited it and adjusted it to
the specifications. When this was working, | started creating my sensor control functions,
entering values, and the entire setup mode. In the end, | tried to extend it with a Wi-Fi
module, send data to the Thingspeak site, and enter data to sign in to Wi-Fi so that you
can sign in anywhere.

When it comes to input and control testing, whether it's setting mode or Wi-Fi data, | tried
to try out all the options a person could do, who didn't know how it worked and when |
found an untreated option, | tried to fix it and try it until the problem is resolved.

In the control testing, | changed the environment of each sensor and checked whether the
LED on the relay was on or off.
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4 Conclusion

The task was to create a functional model of a greenhouse with given specifications, what
it should be able to do. Since we haven't finished it yet, | can't judge whether the job was
successful or not, but | hope it was successful. So far, both the program and the model
looked very promising, now to work together.

Since we were to create a mere model, it was not possible to implement some of the
regulations or to implement them even for a greenhouse in real terms, so we were partially
limited. In addition, a greenhouse with real dimensions should have sensors of
temperature and humidity from outside to use, for example, air conditioning to replace our
incandescent lamp and fan, under unfavorable control conditions (heat, frost or even high
humidity). To charge the battery, solar panels can be put on the roof of the greenhouse for
more economical operation.

On my programming side, | had the biggest problem with entering and deleting the Wi-Fi
login to make it like button cell phones. Sometimes when | erased characters, they were

deleted more than | had, or they were displayed correctly on the display, but it was saved
differently in the variable. Finally, | put it into operation and it should work normally.

This project opened the door to the world of Arduino programming and the peripherals |
can connect to. At the beginning of this project, | had little experience with Arduino
Ethernet, DHT11 sensors, relay modules, and the Thingspeak site, so it wasn't a complete
stranger to me. Now | have added new sensors and Wi-Fi module.

Furthermore, | had the opportunity to train the English language, get to know the new
region and the people living in it and try to work with someone who lives outside this state.
| have to say that working with someone remotely is quite challenging because we can't
discuss each other and have to wait for the answer from the other and at the same time
not knowing when to read it slows down the whole job. | prefer working with a person | can
meet one afternoon or weekend and work together. | think it is faster and more effective
than social networking. Yet it is a good experience, because something like this can
happen at work, so | will know how to work in this situation.
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1 Introduction
Our project is a smart mirror which is able to detect motion and then show the data everybody

needs in the morning when stepping in front of a mirror. Specifically it shows the time and date,
and also the current outside temperature in the city that you want. It will help the mankind by not
having to check their phone or television for the weather, or not having to check the clock for the
time and date. Smart mirror can be pretty helpful, for example when you are dressing up in the
morning in front of the mirror it shows you the weather and temperature outside so you can

choose the appropriate outfit.

Picture 1: Example of a smart mirror



2 Theoretical part

2.1 Market analysis

On the market you can see similar solutions to our mirror, with a bit higher price and maybe
quality. Going from 200 € — 350 €, sounds a bit of a high price, and with that you don’t get the
flexibility of doing things different, the way you want it. And it also limits you so it’s hard to do

future upgrades.

More colors Ale;(a Smart Mirror - Voice Controll... ~ Smart Mirror/magic mirror Alexa Smart Mirror - Oak Effect Fra...
Smart Mirror Magic notifications! MySmartMirror TechFire MySmartMirror
MrTonysHairandBody Jedokdok (1) *hkkk (36 Kk ko (1)
EUR 271.72 EUR 227.22 EUR 453.47 EUR 239.24

e 5 - Only 1 available and it's in 1 person's cart
Only 2 available and it's in 5 people's carts 4

Picture 2: A few Smart Mirror examples on etsy.com

2.2 Technical analysis
The smart mirror is a two-way mirror with a screen behind it. The screen shows the temperature

and date, and is connected to a Raspberry Pi 3 Model B+. We added a PIR HC-SR501 sensor, so the

screen turns on only when motion is detected and stays turned off when no motion is detected.

2.3 Used Technologies
For the smart mirror we used a Raspberry Pi Touch Display to show the data behind the mirror.

PIR HC-SR501 sensor was used to detect motion. (Picture 9: Raspberry Pi Touch Display, Picture 10: PIR

HC-SR501 sensor)
The brains of the project is the Raspberry Pi 3 Model B+. (Picture 11: Raspberry Pi 3 Model B+)
For making the frame of the mirror, a circular saw was used and some other woodworking tools.

Raspberry Pi is running a Raspbian operating system. The site for showing all data was programed
in HTML and JavaScript. The program for the motion sensor detection was written in python.



HTML

Raspbian

Picture 3: Raspbian Operating System ]avas C ript

Picture 4: HTML markup language
Picture 5: JavaScript coding language

Picture 6: Python programing language

2.4 Financial Analysis
Strengths of our project are: the requirement of only one cable (power), the thing that you can

change the data that you are seeing on the mirror by the raspberry behind it, it looks modern and

futuristic.

Weaknesses: The display which is used on the mirror isn’t as big as it could be, but for the same
price we could get a bigger screen moreover it’s not bright enough. The location has to be set

manually because of the lack of a GPS module.
Opportunities: No mainstream smart mirror companies.

Threats: No threats.



3 Practical part

3.1 Electronics

From the power outlet goes the electricity needed to power the Raspberry Pi. The Raspberry Pi
has a ribbon connector going to the Display, which is showing all of the data. The Display also
requires power, so that is supplied from the Raspberry Pi. The PIR sensor is connected to the
Raspberry Pi with three wires, two for power and ground and one for the detecting signal, which

sends 3.3V.

3.2 Programs
The HTML site showing all of the information gets its weather data from

https://openweathermap.org/ which is a great site because it has information from all over the

globe. The data is in JSON form so it is easy to read (Picture 12: JSON example). The site also shows
the current time and it refreshes every 5 minutes to get new information. The PIR sensor is
operated with a python code which checks the signal transferred to the Raspberry Pi every few
seconds. If it detects no signal (no motion), the display turn off after some set seconds. But if it

detects a signal it turn the screen on.

3.3 Mechanical
For the Mirror a frame was designed so it can be hung, but also so all the electronics are in place.

The wooden frame has a hole at the bottom where the PIR sensor sits. The Display and Raspberry

Pi just slide in the back, so the screen is flush with the mirror.

3.4 Testing
First testing was just the website opening and then opening at full-screen on Raspberry pi startup.

Till then it was all going smooth. When the PIR arrived we plugged it on the Raspberry Pi like a
diagram on the internet site showed, because our sensor doesn’t have any markings for what
either pins are. So for a long time we had it wired wrong, we had the power and the ground
switched and to our relief it didn’t fry anything. Then when we switched the wires to the correct

connectors it started working correctly.


https://openweathermap.org/

4 Conclusion
In conclusion our teamwork to make the best we can out of what we have was very good. We

have successfully created a Smart Mirror that is still upgradable and able to be modified. The
things that we would change/modify are: -buy a bigger screen (a normal computer monitor) to fit
more information on it; -get a GPS module or find some way to automatically get the location of
the mirror and with that show the proper weather; -probably make a software for showing the

data rather than a website.
Overall we are really happy with our product and are ready to improve it as stated above.

About the expanding and creating a business out of it doesn’t sound bad at all, could be profitable,

but not in the state that it is in right now.

The international cooperation was successful, it forced us to use the English language, but we also
tried to communicate in our own languages, which wasn’t so effective. We came to a common

solution every time, there was no arguing.

We liked the project and will encourage younger students to participate. It makes you more
flexible with teamwork, unique and tough situations and basically expand your imagination of

what is achievable.
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Picture 9: Raspberry Pi Touch Display

Picture 10: PIR HC-SR501 sensor



Picture 11: Raspberry Pi 3 Model B+

{"coord”:{"lon":16.17,"1at":46.66}, "weather": [{"id" : 808, "main":"Clear", "description” :"clear

sky","icon":"e1d"}], "base™:"stations", "main":

{"temp"”:284.87," "pressure”:1833, "humidity":57, "temp_min™:282.15,"temp_max":287.84},"visibility™:16808, "wind™:
{"speed”:1.5,"deg":19@}, "clouds": {"all": @}, "dt": 1553247346, "sys":

{"type":1,"id" 6825, "message”:10.8841, "country”: "5I", "sunrise™ 1553230520, "sunset™ 1 1553274555}, "id" : 3194648, "name" : "Murska
Sobota™, "cod™:208}

Picture 12: JSON example
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1 Introduction

RFID technology is widely used in this time period. However, it is also unknown term to many
people nowadays. Population nowadays is meeting this technology mostly every day without
recognizing it. Many people could meet it in a work place or in cantina of the school or the
company. Also, this technology is used to check and control all the attendance of workers. In the
school lunchrooms, cookers can easily manage whether student has some diet or some food

allergy and depending on it serve exact meal to everyone.

During the time, when we were thinking which project we will take, we've been also thinking
about the real establishment of the project in a real life and the way, how to change something

from something used in those days to something needed and much better than it was in the past.

Each project was given to us with a proper specification and demand because of the
international collaboration of European countries in a project called PLEL under the wings of

Erasmus+ organization of each country.

When we were choosing the best project and the way of the creation it, we were mostly
oriented in a way, that this project should be time efficient in a school reception. Our RFID based
borrowing system should change the way of borrowing keys in a much more modern way. This
project might be used in our schools but in the other hand, it could be used in many organizations
too, where is important to track the borrowing of the keys or other things and manage the
processes in such a better way. We can also, say that there are many other ways and plenty similar
projects are used, but they are much more expensive, and they are also not the best solutions for

everyone.

Our project is based on more platforms such as programming language PHP, server Apache or
development on the Arduino platform. Because of that, we have divided the project into two
parts: server and client. The rule of the Arduino programming and the case was Alex’s task and the
processing the data on the server side and the frontend for the receptionist in a web development

was Erik’s part.

For the buying thing we mostly used the official shops with electronics and some internet

shopping platforms.



The biggest problem with this type of project was communication with each other. It is so
hard to test these things in such a big distance. However, we had to opportunity to test it together
because we had included a scholarship in this project. On one week we were in Hungary and the
other we were in Slovakia. There we had the opportunity to test it and made the finalized the

project.

Every week, our work was continuing and a despite of small problems with communication
and misunderstandings of the specialization, we were moving with that to the final goal. But
everything would not be possible without the help of our school tutors and we would like to thank
our tutor and whole project coordinator Ing. Michal Copko for the technical help and support with

solving cases. The same acknowledgements belong to Ing. Rolland Kiss from Hungary, too.

The key borrowing system that we implemented is a cost and time effective, modern
alternative to todays standard, paper tracked key borrowing, where human labor and tedious
tracking of the keys are required. With our system one can simply set it up once, and expect it to
work with little to no maintenance. Our system is also intuitive for the end user(s), with an

everywhere accessible web app.



2 Theoretical part
We didn’t have to make any analysis for our project because we had a very well-defined
documentation detailing what we had to do. Also, our project coordinators were helpful

explaining some specifics about what we had to do.

We had to implement an automatic, logged key borrowing system. For this we decided to go
with a client-server architecture where the client is a terminal only sending input and receiving
output from the server. This means that much of the work is delegated to the server. For this we
had to establish a secure communication between the client and the server. After we could
communicate safely over the wire, we established how our data will look like on the client and
how the server will make sense of it. When all was good and done the only thing that remained

was testing it out.

Technologies used by our project are widespread, mature and mostly free technologies.
Technologies that cost money have a free alternative in parentheses. Our software stack consists

of:

e An Operating System capable of running the Apache webserver, in our case © Microsoft

Windows was used (Linux is a free, widespread Server Operating System alternative)
e The after mentioned Apache webserver, part of the XAMPP stack
e The PHP scripting language, part of the XAMPP stack
e MySQL as a database system, part of the XAMPP stack

e Arduino’s AVR GNU Compiler Collection stack, which contains the Ethernet library used in

this project for TCP/IP based communication
e The MFRC522 RFID library
Electronics used were:
e A computer, capable of handling our software stack
e The Arduino single-board microcontroller
e Arduino ethernet shield

e MFRC522 rfid reader



e RJ45 Ethernet cables

e Relay (a door lock opening or closing upon voltage)
e Micro switches

e HP 4067 multiplexer

The only non-electronic parts required for this project are the metarial of the casing, which in our

case was wood.

The Tools needed for this project, are the ones required to build the casing which in our case was

simple tools aviliable in most homes/workplaces being:
e Ahammer
e Nails

Detailed description of technologies, tools and softwares used to make this project is discussed in

Section Chyba! Nenasiel sa Ziaden zdroj odkazov.Chyba! Nenasiel sa Ziaden zdroj odkazov..

2.1 Market analysis

Our project does not have an easily googleable counterpart, which means we targeted a
specific problem with our solution. Some other solutions that draw similarities to ours are library
book tracking systems, which are similar for tracking, but totally different by usage. For example
our solution is fully automatic once setup, while most library book tracking solutions need human

labor to register a lease or a return.

2.2 Technical analysis
Our project should be able to hold and track keys in a special key holder enclosure,
protected by an RFID authenticator system, tracking every borrowing and return on a server, being

able to secure and easily retrieve said servers data through a web interface.

The projects backbone is the well-known client-server connection setup, with the client
being the key holder and the server running our server software. The system communicates over
the Internet or LAN. The servers web interface is also accessible from the Internet or LAN

depending on the configuration.



2.3 Used Technologies

In this section a detailed list of technologies used to make the web application (2.3.1-2.3.6)

and the client application (2.3.7-2.3.10) is shown.

2.3.1 Server-side script language - PHP

From many server programming languages, we had chosen the PHP. The biggest reason of
this choice was, that this one is widely spread all over the world and it is used by many people for
creation systems like our one. This language is also used for making the page content much more
dynamic. It has also very well support of mostly each web server, so the solution could be
implemented mostly everywhere. Most of its attributes were taken from C and Perl. PHP can
cooperate with database and consists of object programming support too. Despite of all this, PHP
is using simple syntax so many users could understand it and simply correct the mistakes. It is
running on a web server and as an input it is taking the PHP scripts and as a result is giving the web
pages, but it is not the rule every time. PHP scripts usually has suffix .php, but the suffix could be
changed in the server settings. Official page with a manual is on the address www.php.net. It is

spread as ,,PHP License v7.1.23”, which enables to use freely this language.

2.3.2 Database system: MySQL

MySQL is a database system based on a SQL language which is used for storing data from
web applications. It is mostly used with a PHP programming language because of the good
cooperation between these two languages. This system is open source, so its community is wide,
and it has really well support for users too. This database system has also well-made

documentation and users can find it on: www.dev.mysql.com. Database system MySQL is

cooperating with almost each unix and Windows systems. It uses GNU/GPL license for free usage.

2.3.3 Hypertext Markup Language: HTML

The Hyper Text Markup Language is the standard language for creating web sites and web
applications first released in 1993. It is the first building block of every website. HTML files are
opened through a web browser, which will parse and show the website following the standards
pre-defined rules. We choose the latest version of the language HTML5 which is well supported

across all major browsers. HTML is responsible for the content of a website.


http://www.dev.mysql.com/

2.3.4 Client-side scripting language - JavaScript

JavaScript is an interpreted, object oriented dynamic scripting language parsed and run by
the web browser. It’s first release was in 1995. Alongside HTML and CSS JavaScript is one of the
core technologies required to build a website or web application. JavaScript enables simple HTML
web pages to be more dynamic. Paired with an appropriately designed backend, one can make a

single site application, which only updates parts of the page to show new content.

2.3.5 Styling sheets: CSS

Cascading style sheet is as styling language. It helps us to make the design of the website. It
means that it makes all data representation on a client side for nice view for the users and hosts
on the website. This document includes all the style of the page and how should elements be

seen. This division helps the site make the unique view.

2.3.6 Server Distribution Apache

Apache is a free webserver released in 1995. Apache is popular and is estimated to be running
on 39% of all webservers. Most of its users run it on the Linux Operating System but Apache
supports Windows and a wide range of Unix like systems. Earlier versions supported a lot more
Operating Systems, but support was cut for them. The Apache webserver is designed to be
extended through modules, which cleanly separates its core purpose from other tasks it may be
required to complete. We specifically used the PHP and MySQL apache modules to get PHP

scripting and database connection capabilities in PHP.

2.3.7 Developping platform Arduino Uno R3

Arduino Unois a single board microcontroller based on the ATmega328P. It has 14 digital
input/output pins (of which 6 can be used as PWM outputs), 6 analogy inputs, a 16 MHz quartz
crystal, a USB connection, a power jack, an ICSP header and a reset button. It contains everything
needed to support the microcontroller; simply connect it to a computer with a USB cable or power
it with a AC-to-DC adapter or battery to get started. You can tinker with your UNO without
worrying too much about doing something wrong, worst case scenario you can replace the chip
for a few dollars and start over again. The Arduino family of single board microcontrollers are an
LGPL licensed open-source hardware and software stack developed by Arduino LLC. The boards

are manufactured by Arduino SRL. The premise of this company was to make cheap and open



microcontrollers. The hardware reference designs are available only, subject to the Creative

Commons Attribution Share-Alike license.

2.3.8 Programming language Wiring (C++)

Wiring is an open-source programming framework for microcontrollers. Wiring allows
writing cross-platform software to control devices attached to a wide range of microcontroller
boards to create all kinds of creative coding, interactive objects, spaces or physical experiences.
The framework is thoughtfully created with designers and artists in mind to encourage a
community where beginners through experts from around the world share ideas, knowledge and
their collective experience. There are thousands of students, artists, designers, researchers, and

hobbyists who use Wiring for learning, prototyping, and finished professional work production.

2.3.9 Programming language C++

C++ is a low-level multi paradigm programming language designed in 1985. Despite its rather
old age the language still sees a lot of use cases. C++ is a compiled language, which means that in
contrast to JavaScript for example, the code is not understood by the machine line by line, as it is
running, but it is transformed into a machine runnable binary file. This has the advantage of
blazing fast speeds but brings some disadvantages with it too. For example, a C++ program
compiled for a 64bit processor won’t run on a 32bit processor, while an interpreted language will
work without changes. This is the same with CPU architectures. C++ was used with the Arduinos

AVR GCC stack, and the chosen libraries, but the application code is C style (procedural).

2.3.10 RFID Technology

Radio Frequency Identification (RFID) is an automated identification technology that uses
tags to transmit data upon RFID reader queries. In another word, RFID is the wireless non-contact
use of radio-frequency electromagnetic fields to transfer data for the purposes of automatically
identifying and tracking tags attached to assets (Jin Li, Cheng Tao, 2006). There exist RFID
technologies of different categories based on their capacity. Even if they are different in system or
categories, they all are based on same fundamental principle where the attribution of unique

physical goods can be easily transposed to the computer system (Fabian Ropraz, 2008).



2.4 Financial Analysis

A quick SWOT analysis of our project yields the following important financial attributes

Strengths Weaknesses Opportunities Threats
Cheap, well Lack of prebuilt units of| Well-defined market Convincing large
implemented solution our solution. niche consultancies to use

our solution may be
hard

The minimum budget of this solution is around 35€ for the client, 10€ for the wooden
casing of the client and 32€ for the cheapest server, being a Raspberry Pi 3, including a 13€
shipment cost on the parts totals to about 90€ as of the time of writing. Because of the DIY nature

of our solution, owning any of the parts brings the cost down.

As a server, we could also use a hosting service which costs from 20€ per month, but for
this project it could run just as a virtual server on the school server. In the table above you could

see the prices and the conclusion of them.

Item Price
Arduino uno R3 20,-€
Ethernet shield 2 21,50,-€
RFID reader 6,-€
Arduino adapter 9V 3,50,-€
Network UTP cabling RJ45 0,50,-€
Breadboard 8,-€
Wood casing 10,-€
Final price 69,50,-€

The solutions on the market are mostly much more expensive because they are made as a

complete solution with all room tracking system where the administrator could exactly see




everything. From the door opened, up to person who used code, RFID tag or card to open it. But
this solution needs more than 100€ for applying it as a real system in the school and much is more
unpractical is needed. In the school, there is no need to see which room has been opened and you
don’t need to see who entered it. All those data could be taken as an GPDR thread for people and
the freedom of move. Yes, sometimes it could be good to use the electromagnetic locking for
doors for easier opening, but it cost a lot. When we take the count of rooms in the school and
number of doors and locks which we will need for project like this, we will consider, that is
priceless and very expensive for school. It could be implemented in a future, so the teacher won't
need then going for a key and he or she will use a simple car to open each room with approval of

the system. But this is not real for now because of the price.



3 Practical part

For logging and the security of the keys, we used RFID cards which when registered with the
server, will open the door and append metadata after registration to the borrowing or return such
as the name of the card owner, the date and time when the action happened, which key was
taken or put back. If an unauthenticated user tries to open the door the server will simply deny

access, but no logging of such an event will take place.

For this to work out we had to make our Arduino a viable terminal for simple, secure
communication with the server. This means that even if the communication between the terminal
and the server is understood by a third party, it should not be possible to open the door without

the server’s consent.

But this only delegate the problem, not fixes it. Even though the Arduino is safe from
tempering this way, the server still has to be secured, because now the server is the sole
authenticator of the system. For this we prepared a sessional user login system for the web
application and all operations on the server side require this authenticated session. To further
mitigate threats, we also prepared the web app against SQL injection vulnerabilities with the
mysqli_escape family of PHP functions. This is a pretty common and widely used technique to

secure a database.

Now that our modules for the project was done and secured against potential threats, we had to
make it functional as a unit. To do this we had to make the Arduino communicate with the server.
For this we choose to communicate over ethernet cables and the standard HTTP 1.1 protocol. This

came with a lot of pros that outweighed the cons, for example
1. The server already was designed for this, and was fast to speak this protocol
2. The HTTP is a well-established protocol used all over the web and beyond

3. The PHP programming language has built in language constructs to help parse HTTP data
(POST and GET data) easily

So, we had to implement a simple version of the HTTP protocol on the Arduino, these mostly
consisted of data sending and reading responses back. After we did this, we had to decide the
data, the order of sending said data and what communication should happen between the server

and the terminal. We settled on the following steps:
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1. The Arduino gets an RFID card, reads it, makes a connection to the server and sends the

cards ID to the server

2. The server checks the card’s ID against its database of authenticated IDs and if it’s found it
responses 1 — open the door - or 0 — to keep the door closed — If the response is O the

connection is closed and we are back to waiting for cards

3. If the response was a 1 the Arduino opens the door and waits for a key to be taken or put
back to place. The user has an indefinite time for this which can be changed through the
server’s timeout configuration. When a key is put back a positive integer, representing its
place in the closet from left to right, top to bottom is sent to the server. If it’s taken the

same number is sent with a negative sign.

4. The server gets its number representing the key and the action, closes the connection with
the Arduino and does it's bookkeeping of the keys. It also updates every open instance of

the web interface.

3.1 Electronics

The PCB we used was the Arduino Uno R3 microcontroller which has a 16MHz 8bit CPU
which was equipped with a W1500 Ethernet-Micro SD card reader combo shield. We omitted the
use of the SD card and disable it while running our client software. Using a multiplexer, we also
added an RFID reader to the Arduino, but this came with a downside: at a time, we could only use
the ethernet shield for communication or the RFID reader for getting cards. This didn’t turn into a
problem because of our one time use for the RFID reader which happens at the beginning of our

transaction process.

The design of the PCB for the Arduino can be seen on Attachment 1 and 2 on page 13.

3.2 Programs

We developed and connected 5 modules for this project

For the arduino these were:
e A module to set up the ethernet shield for HTTP protocol style connection over the wire
e A module to read the ID’s of RFID keys

On the server side we developed:
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e A module to make Session based logins and made all server side functionality check for this

session before any action.
e A module to put into and retrieve data from the MySQL database

e A module that can query the database and show the results in real-time

These modules were connected through Ethernet cables on the hardware, and the HTTP 1.1

protocol on the software layer.

One clever line of code that came out of a miscommunication was the determination of the key’s

number. We made our Proof Of Concept to have keys numbered in a 4X4 row like the following:

1 5 9 13
2 6 10 14
3 7 11 15
4 8 12 16

This is called a Column Major matrix, but on the software side, we agreed on a Row Major matrix

which looks like the following:

1 2 3 4
5 6 7 8
9 10 11 12
13 14 15 16

To overcome this limitation without having to take our closet apart, we come up with the

following clever line of array indexing code:

int table[] { O, 4, 8, 12, 1, 5, 9, 13, 2, 6, 10, 14, 3, 7, 11,
15} ;

int result = table[changedHolder];
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changedHolder here is the number of the key holder that had a key
taken or returned, and the table array 1is a lookup table for
converting this 4X4 column major matrix into a 4x4 row major

matrix.

3.2.1 Web user interface and processing data

First and one of the most important things of this part was to create an Ul and the layout of
the application, then we have to decide which backend will we use. We were thinking about the
way how and by which language should we create all the stuff. We managed, that the best way for
the project would be combination of PHP and the MySQL database. PHP was the only option
because Arduino could understand and communicate just with this one language. The main part of

the Ul was created by HTML, CSS and partly by JavaScript and jQuery library.

3.2.1.1 HTML, CSS and JavaScript

The main output of the project data is on the website. For this type of project, we haven’t
used any of CMS (Content Management System) but we have decided to use our knowledge of
creating and managing websites. For the design and all this stuff, we have used two column model
with a side menu bar and the layering messages. We have styled our own buttons and the color

schema of the page. As the main output we are using a simple table.

Id (count) Room Teacher Borrow time Return time

1 28b Janko Hrasko 21.2.2019 12:32:02 21.2.2019 13:23:13

Table 1 Example for web output - porter

Id (count) | Room Tag Teacher Tag Borrow time Return time
1 28b 124594561 Janko 12adel586 | 21.2.2019 21.2.2019
Hrasko 12:32:02 13:23:13

Table 2 Example for web output - Administrator

For a dynamic point of the website we have used several jQuery and JavaScript functions.
One of the is used for showing the layer messages, the second one is used for opening the menu.

Other functions are used for interactivity and the intuitiveness of the website.
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We have also a special function for displaying the names as a search engine. It is connected
with PHP which is responsible for searching data match in a database and then display it on the

screen if there is a match.

3.2.1.2 Color, shapes and logo
Our main idea was simple, we wanted just easy and simply made output. But during the time
we considered to change the point of view and we decided to make it more complex and unique.

This was also the reason of the project future use as a real system as we planned.

We have made our custom color scheme via online tool www.color.adobe.com where we

made a color triad.

The second important thing for making a unique system was to have our own logo so we

made one. The biggest inspiration comes by a website with a lot of free icons www.freepik.com.

Then we considered to make our own with an open source software Inkscape. For the descriptive

logo we have added a word phrase: “borrowing keys” to make the sense of the project purpose.

Borrowing g Keys

Picture 1 System logo

3.2.2 Creating program part of the software

3.2.2.1 Algoritmization

When we were writing the code, we tried to follow all applicable standards and rules for
writing semantic and syntactically correct code. In the case of testing, we first focused on various
errors and different ways of capturing data. We followed the unwritten rule "Errors first", which
should provide the system with faster interaction and error checking. To prevent MySQL injection

attack, we used the best available solutions for our code writing method.
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3.2.2.2 Web server side

All data that which are the output from a web application was previously processed on the
server side by the PHP programming language. It takes care of the entire backend and received
tags when attached to an RFID reader. PHP can select data from a database based on certain
requests that are later written to the screen by the echo () command. The most common function
for linking and retrieving data from a database was just the mysqli_query() function, which

uploaded the necessary data from the database.

In the SQL language, we mainly worked with the selection of specific data (table rows)
through SELECT, where we often determined specific parameters using WHERE, AND, OR, IS,
LIMIT.

3.2.2.3 Database structure

The structure of the database, ie individual tables, was divided according to the type of
stored data. We have created several tables for functionality and complexity of the solution. In
borrowing, we chose to link relational databases of teachers and keys to the structure of m: n,

which helped us to simplify saving and pairing of individual data.

Variable name Id Name Surname Tag

Variable type Integer Varchar Varchar Varchar

Tabulka 1 Entity-relational diagram - teachers

Variable name Id Name Tag

Variable type Integer Varchar Varchar

Tabulka 5 Entity-relational diagram — rooms

Variable name Id_Teacher Id_Room Borrowing time Returning time

Variable type Integer Varchar Varchar Varchar

Tabulka 2 Entity-relational diagram - Borrowings
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Variable Id Name Surname Username Mail Password | Rights | Last
name Login
Variable Integer Varchar Varchar Varchar Varchar | Varchar | Integer | Bigint
type

Tabulka 3 Entity-relational diagram - Login data

The most important part was to determine which data would be served as unique
identifiers. In the key and teacher table, there are individual "id_name" columns that may not be
repeated in the table. In the borrowed key table, in addition to the teacher id and key, the
borrowing time is also given as the primary key. This is so that the key can be return again after

new borrowing.

3.2.2.4 System Login
The basis of the whole system is the possibility of its use only after login. The system itself is
built on the levels of user rights, that is, depending on what settings the user is allowed to. We

have chosen a simple but clear look for the login form.

In the program side, we are using storing the data about users into Sessions. There we store
username, id, and user rights to the SESSION variable, which helps us display specific data for

different levels.

Also, the hash () function is used for increased security, which creates a digital fingerprint
from the specified password, and even if an attack was created on the database, the attacker

would not get access to the passwords.

The functionality is based on the isset() function, which examines the status of the button. If
Log in has been pushed, the script will test if the fields have been filled in, if not, it will go back to
the blank login form. In the case of incorrect logins, the program will also return an attempt to log

in to the login page.
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3.2.2.5 User levels
The Key Loan Application offers 2 user levels. The first is Administrator. In addition to the
standard features available to the user, the user can add and delete records from the system if

something has gone wrong with the previous chip or has been lost.

In the table there is a "rights" column for the user, which defines what data the user has
access to. If it contains "1" in it, then it has access to everything, if it is "2", the user does not have

any additional functionality.

A standard user (doorman) can view records that have been created based on name, time,
or date that have not yet been returned. It can also create manual borrowing records. returning

the key to the gatehouse but does not have other options.

3.2.2.6 Manual records

Our program also offers creating manual records. In practice, this means that in the event of
a reader failure, the application can still be used and there is no need to wait for the error to be
corrected. The doorman, a common user of this system, simply enters the name and the number
of the room to which the key is borrowed, respectively. only the room number is returned and

only the system itself will take care of the rest.

After the programming page, it is solved through PHP as most applications. When borrowing
the system checks whether the key is no longer borrowed, which may become inconsistency of the
doorman, that the given return and the system still records it as borrowed even if the key is
already physically at the gatehouse. If it finds that the key has not yet been returned, a window
will pop up informing the concierge about who borrowed it and, if it needs to be registered in the

system, click the link that directs it to return.

The system works similarly for returning keys. It also checks if the key has been returned, if it
was, the message pops up and the problem is only on the side of the doorman, who should check

the keys in the closet.

3.3 Mechanical

The casing was built out of wood. It has dedicated space for the Arduino inside it, with holes
cut out for the 1/0O ports. Unlike the Arduino the RFID reader is exposed on the outside of the

casing. The microswitches reside inside the wooden case in a 4 by 4 table.
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You can see a photo of the casing from behind in Attachment 3 on page 14 and built up on

Attachment 4 on page 15.

3.4 Testing
Testing the project was pretty simple in our case. After we built our Proof of Concept
software and hardware implementations, we simply did a one-time setup. Parts of the Proof of

Concept were debugged with logs and printing.
Our setup consisted of the following steps:
1. Grabbed a pair of keys and RFID cards
2. Added one user to the server software
3. Added one of the RFID cards as Authenticated to the server software
4. Added the two keys with a random room number to be tracked
5. Logged in with the newly created user

After we set up our solution we could easily test right away. We checked the authentication of
the cards by checking if the door opened for the right RFID card and stayed closed for the other.
We checked the tracking of keys by borrowing or putting back keys and checking if the web

interface showed our changes or not.

The only way we limit the usage of our solution is that after every successful door opening only
one borrowing or return can be made and the closet has to be closed, otherwise all subsequent
borrowing or returns will be made by the name of the opener. This is of course completely
optional and may not even be needed, in which case our project doesn’t ties the hand of its users

with any rule.
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4 Conclusion
Our project was successful despite all the communication, technical and implementation

difficulties we faced. We plan on cleaning up our code together sometime in the future.

My opinion on this project is not the most positive one. There were many communication
issues over the Internet communication. | can say the same, that my partner Alex was prepared,
and he has all the needed knowledge for both parts of the project but then comes many problems
during testing. We had to change many things and lines of code to work as a unit. My opinion on
Alex is therefore positive, he knew all the things and helped me with such issues in my code which
was not working properly, but in the conclusion we made it. And now, | can say that the project

itself is fully functional and has much more abilities than it was told to have. (Erik Takac)

My opinion on Erik Taka¢ was really positive. Despite having some communication problems
and misunderstandings with each other thorough written mediums, working with him in person
was a really smooth experience. He was well prepared, open-minded for the project, he helped
with a lot of misunderstandings related to our project. Cooperating with someone over such a
great distance wasn’t without cons tough, we couldn’t really test how our projects play together,
so the limited time we got to work together was all we had for making it or breaking it. | have to
acknowledge my partners preparation, hard work and personality which was probably the biggest

factor in finishing this project and making it look as polished as it is. (Alex Sarkany)

19



5 What can be improved

e We could have used another ethernet shield that doesn‘t have a micro-SD card reader or

we could find a use case for the reader on the ethernet shield as for now it is wasted.

e In case of a bigger Arduino board, we could use a TLS based HTTPS instead of HTTP but this
only makes the sent data readable, because the board only connects to the server, it won‘t

receive and process data from any other host.

e As pointed out in 3.2 we misswired the microswitches and had to use a Look up table to

use the original layout we talked out in advance.

e We can improve security issues in the software part such as using PDO instead of
mysqli_prepared_statements to provide much more secure system with all the

vulnerabilities for the bigger sectors than just schools.

e There is also possibility to change the UX and add the teacher login side where teachers

could see which keys do they have to give back

20



6 References

[1] Jin Li, Cheng Tao, 2006. “Analysis and Simulation of UHF RFID System”, in proceedings of the 8th
International Conference on Signal Processing, 2006.

[2] Ropraz Fabian. 2008, Project Work: Using RFID for Supply Chain Management, University of Fribourg,
Switzerland

21



7 Attachments

Attachment A - PCB of the project
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Picture 2 PCB of the system
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Attachment B - PCB unit of the project

Picture 3 PCB unit
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Attachment C - Closet of the project

Picture 4 Closet of the project for storing the keys
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Attachment D - Inside of the project closet

Picture 5 Wiring of the system
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Attachment E - Logical model of the MySQL database

if’jﬁt;ﬁ_ 3

id_teacher INT

teachers_id_teacher INT "id_room INT
“ name VARCHAR(45) |
' room_id_room INT 2 room VARCHAR(10)
2 surname VARCHAR({45) i

! borrow_tim e BIGINT
> tag VARCHAR(45)

| tag VARCHAR(45)
> < Oreturn_tme BIGINT o> >

PRIMARY
fk_teacher_has_room _room1_idx
fk_teacher_has_room _teacher_idx

<

Picture 6 Logical databse model

Attachment F- Main website view

KEY BORROWING SYSTEM You are logged in as testuser

O e N
1 30

Repovsky Radovan 04.03.2019 14:55:03 Mot yet
2 30 Repovsky Radovan 28.02.2019 13:20:00 28.02.2019 13:20:08
3 64a Repovsky Radovan 28.02.2019 12:45:24 28.02.2019 12:45:36
4 7 Repovsky Radovan 28.02.2019 12:34:26 28.02.2019 12:34:42
5 29 Copko Michal 28.02.2019 11:22:03 28.02.2019 12:42:16
6 7 Hrivnakova Maria 28.02.2019 10:01:52 28.02.2019 12:32:43
7 64a Dolinska Iveta 28.02.2019 09:59:28 28.02.2019 12:36:20
8 30 Repovsky Radovan 28.02.2019 09:29:37 28.02.2019 13:19:25

Picture 7 Main Web Output screen
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Attachment G - Main file structure

db
favicon
img
includes
ino

js

log
logos
old

php
settings
style

temp

Picture 8 Main file structure
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1 Introduction

My project is about Lixie clock. This clock is modern version of Nixie clock. They can show you
time, date or temperature. But our clock show only time. When you want to have a modern home,
you must have this clock. And why | chose this project? | wanted meet new people, visit new
place, learn something new. And | like things like this clock — which are lighting and which are

beautiful.



2 Theoretical part

Lixie works by shining light through the edge of a clear acrylic. When the light hits an engraving or
edge, it scatters in a different direction, and lands in your eye! This allows the flat surfaces of the
acrylic to stay clear, and have only edges light up! Now put ten pieces in a stack, each marked with

a different number 0-9, and you can show each number individually, on a clear surface!

2.1 Market analysis

You can buy lixie clock on the internet (cca 40S). They have done, so you don’t need to do
anything. But in my opinion it is too expensive. When you do it yourself, you spend some time
with work on this, but it is cheaper. And when you do it yourself, you must understand what you
do, so if they don’t work you can repair it. My project is very different from existing clocks on the

internet. The lixie clock on the internet look like this picture:




Our clock is on other picture:

Our clocks are bigger and they don’t have seconds. PLEL in the middle is lighting like seconds. The
box under numbers is wooden. When you buy lixie clock from internet shop, your clock doesn’t

have wooden box. The box is plastic.

2.2 Technical analysis

Lixie works by shining light through the edge of a clear acrylic. When the light hits an engraving or
edge, it scatters in a different direction, and lands in your eye! This allows the flat surfaces of the
acrylic to stay clear, and have only edges light up! Now put ten pieces in a stack, each marked with

a different number 0-9, and you can show each number individually, on a clear surface!

To control the Lixie Clock we used a rather common ATmega32 microprocessor.

It sends a signal in the A, B, C, D code to then separate coders make it signals number 0, 1, 2, 3, 4,

5, 6,7, 8, 9 which causes the given plate to be illuminated.



A clipping from the Atmega32 Atmel system catalog, which was chosen for the performance of our

task due to its parameters.

/ltmel Aln'.ml ATmega32A [DATASHEET] 4
Almel 8155G-5-tt AVR ATmega12A_ Dtasheet_Sumnary- 1072015

2.  Configuration Summary

Pin count 32

Flash (KB) 32

SRAM (KB) 2

EEPROM (KB) 1

General Purpose I/0 pins 23

SPI 1

TWI (12C) 1

USART 1

ADC 10-bit, up to 76.9ksps (15ksps at max resolution)

ADC channels 8

AC propagation delay Typ 400ns

8-bit Timer/Counters 2z

16-bit Timer/Counters 1

PWM channels 4

RC Oscillator +-3%

VREF Bandgap

Operating voltage 2.7-55V

Max operating frequency 16MHz

Temperature range -55°C o +125°C

JTAG Yes

Drawing showing the microprocessor lead layout. We connected the BCD decoders to 1 out of 10
to the PA, PB and PC ports. The control panel and the RTC module communicating via the I1°C bus

were connected to the PD port.



/
(XCK/T0) PBO ] 1 40 [0 PAO (ADCO)
(T1) PB1 ] 2 39 [O PA1 (ADC1)
(INT2/AINO) PB2 ] 3 38 [0 PA2 (ADC2)
(OCO/AIN1) PB3 ] 4 37 [ PA3 (ADC3)
(SS) PB4 ] 5 36 [0 PA4 (ADC4)
(MOSI) PBS5 ] 6 35 [ PA5 (ADC5)
(MISO) PB6 ] 7 34 [ pPA6 (ADC6)
(SCK) PB7 ] 8 33 [0 PA7 (ADC7)
RESET ] 9 32 [0 AREF
vee o 10 31 [0 GND
GND ] 11 30 [0 AvCC
XTAL2 ] 12 29 [ PC7 (TOSC2)
XTAL1 ] 13 28 |11 PC6 (TOSCH1)
(RXD) PDO ] 14 27 [ PC5 (TDI)
(TXD) PD1 ] 15 26 [11 PC4 (TDO)
(INTO) PD2 ] 16 25 [0 PC3 (TMS)
(INT1) PD3 ] 17 24 [ PC2 (TCK)
(OC1B) PD4 ] 18 23 [ PC1 (SDA)
(OC1A) PD5 ] 19 22 [71 PCO (SCL)
(ICP1) PD6 ] 20 21 O PD7 (OC2)

A drawing showing the microprocessor layout. It has been programmed in an external
programmer with the code written and compiled in the BascomAVR software.

The outputs of the ABCD coder are connected to the outputs PB, PA, and then to the appropriate
leds.

The outputs of PC 0-3 are set to: min, h, days, months.
PD6- PD7 outputs are the ability to connect thermometers.
with PD4-PD5 outputs, the time module (DS1307US2) is connected.

outputs from PC4 to PC7 are shown next: ., —, °c

The appearance of the printed circuit board before assembly. The plate was milled and drilled on a
CNC milling machine.



System RTC (Real-time clock)

The appearance of the module with visible battery and layout side. it is necessary to carry
out information about time, date, etc. during power supply decay. According to the
producer, it is enough for a few years of work of our clock. In addition to the RTC chip,
AT24xx chip is available for storing data during main power brag. This gives you another
opportunity to expand our construction.




Real-Time Clock RTC - an element of computer systems used for counting down time regardless of
the state of the machine (work, blocking, switching off), it is mounted on almost all personal
computers, servers and many embedded systems, PLC controllers.

On the market of this type of clock there is quite a long time. It was not a long time since the
invention of the LED.

The only problem for beginner is DIY enthusiasts, but it occurs in both clocks is to design and turn
the control board.

However, you can do it yourself on free applications, just as it was in our case.

When a special tile (covered on one side with copper) was already prepared, the minimal grooves
were cut out in the school wreck which insulated the plate. Then holes were drilled to connect the

components.

2.3 Used Technologies

The programs used to create the project:
-ExpressPCB - a PCB design program on which all control elements are embedded

-cad - was designed pcb

Fragment of pcb-gcode.docx
The vector bit has been processed on the next Vcarve program on G-code, which then control the

cnc machine located in our school.



pcb visualization

The board was milled on a CNC machine using a 30 degree milling cutter, the whole milling took
about 3 hours and was repeated to improve the quality of the cutter.

After milling the paths, the milling cutter was replaced with a drill bit 0.8mm in diameter, with all
holes drilled.



A fragment of the bascom code to control the clock

BASCOM-AVR IDE

. File Edit View Program Tools Options Window Help X
> HBLBER } £ 3L O %% T-QE. . mmpt 02 00,
| zegar01-29_06_2018- D] atmega16a ds1307 wgrany.bas % 9.
Sub v Label - |
regfile = "mléadef .dat” -~
$|:rys tal = BDI]I]I]I]B 7

lib "ncsbyte. b
$1ib "dai3d7clock. lib”

i

Dim Adres_i2c_ds1307_write As Byte
Dim Adres_i2c_ds1307_read As Byte
Dim Adres As Byte

‘Deflcdchax & ; 4 » 20 5 4 ; 32 5 32 ; 32 ; 32 ; 32 ‘znak stopnia

Dia Tl s Single
Dia TZ As Single

Dia EL bs Byte = BZ 4s Byte . R 4s Byte
Dia Tnp_in As String *

Dia Tnp_out As String * c

Dia Znak_in As String * 1

Dia Znak_out As String * 1

KONFIGURACJA PINOW PROCESORA

'konfiguracia 1Vix
Temperatura in Alias PORTD 6
Temperatura_out Alias PORTD.?

‘konfiguracja 12C ======= -
Config Scl = PORTD. 4
Config Sda = PORTD.S

'Porty do ustawiania zegara i daty ====
ND.O

Godzina_up dlias PIND. 0
Minuta_up Alias PIND.1
Dzien_up Alias PIND. 2

Miesiac_up dlias PIND.3

Godzina up = 1

[ [linset 1l I

[ad BASCOM-AVR IDE
‘P Fle Edit View Program Tools Options Window Help _ e x.

HBLRAER

| zegar01-23_06_2018- D] atmegalsa ds1307 wgrany.bas [£3 9
Sub v Label v
'GEOWNA PETLA -
Do

If Godzina_up = 0 Then
“Locate 4, 16
g g R

Call Ustaw_godzine

‘" Else

‘ Locate 4 . 16
‘i e

End If

|

1f Minuta up - 0 Then
" Locate 3

* Ied “0*

Call Ustav_minute

' Locate 3 , 16

If Dzien up = 0 Then
2 I.Dr:ata 2 . 186

* Led

Call Ustaw_dzlen
* Else

' Locate 2 ., 16

v Led "L*

End If

If Miesiac_up = 0 Then
' Locate . 16

* Tea "o"

Cal.l Ustav_miesiac

' Locate 1 , 16

Call Odczyt czasu

oo ™ S kwietnia 2019 I
| niatet 1

[ ] st ]

Aafter installing, assembling and connecting elements, we connected the system to the LCD
display to check the correctness of connections and program operation.



in the picture next you can see the
connected control boards and
encoders along with the LEDs
illuminating the plates with
numbers

At the joint meeting, together with my project participant, | joined and put a stop to the
arrangement on the LEDs



2018/11/19 14:27 2018/11/19 14:27

the program worked correctly and
allows setting hours and minutes.

then all the encoders from the
large plate were transferred to one
small plate

er:or 0S\rr\gros L 2018/11/20 10:47

2.4 Financial Analysis

| was writing about this in 2.1. In my opinion this clock is more expensive, when you buy it on
internet. The most expensive were the numbers, but if you can do the numbers yourself, it is cost
only your time. The other things are very cheap. The LEDs and the resistors are cost a few cents for

example.



3 Practical part

3.1 Electronics
We used 7 PCB — 5 numbers and 2 for control time. First is for ATmega and battery. The second is

for encoders, which connect the numbers with ATmega. The others PCB are for the numbers.

There are LEDs, which lighting under numbers. Every number have 3 LEDs.

Our clock don’t sense values from environment, because we have only time. But if we program it

for temperature too, they will by sense temperature from enviroment.
Our clock is powered with 230V, but ATmega need battery too.

3.2 Programs
The program code works as follows:

N

Reading RTC Reading RTC

Data conversion
and transfer of
information to

the outputs

Setting a new
time / date

Save settings in
RTC




3.3 Mechanical

The numbers did for us the company from KoSice. But the box, where are the numbers and other
things did we. We used white wooden desk. We cut it on 2 pieces. We put the smaller desk on
bigger desk. In bigger desk is one big hole, where are PCBs with LEDs. In smaller desk are 5 holes
for plate with numbers. In every hole are 10 plates. The holes are enough big for these 10 plates

and they don’t fall. The other PCBs are behind it in small black box.

3.4 Testing
When we was testing our clock for first time (pictures in 2.3 in the end), every LEDs was lighting

and LEDs, which showed time wasn’t lighting. So we change polarity of LEDs and then it was
lighting correctly. When we tested it in last week, when we worked on this, we have more
problems. For example, the clock didn’t work correctly and the reason was the something was bad
connected. So we did must detect where is problem and repair it. Then the seconds was too fast

and minutes was changes every cca 15 seconds. So we did must repair it too.

4 Conclusion
This project is successful, | think. We did work on it to the end. In the last morning | was thinking

we didn’t have enough time for finish it but we do it. So its successful for me. This project learned
me a lot of things. For first time | was working on something with somebody, who isn’t from my
country. | am not very good in English and my partner too, so sometimes it was hard to
understood each other. But it was very good experience. | met new very good people. | learned

don’t give up.

| am planning continue working on this project. | want to edit it because | want to make it more

beautiful and better.
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1 Introduction

In this project we had to create locking mechanism using RFID technology, which uses electromagnetic field
to identify objects. This way we can uniquely identify users and grant access ex. to room or not basing on

user.

RFID lock is simple mechanism that releases electromagnet in electromagnetic lock which allows to open

doors after RFID tag gets close to RFID reader, if the tag is entered into system.

That means, that everyone can implement this technique of accessing rooms or houses in cheap and easy

way if one knows electronics and programming.

We’ve chosen this project, because it is practical — we can use it in our lives with experience we gain in the

project and because it uses quite new technology involving touchless access to different places.



2 Theoretical part
2.1 Market analysis

In the market you can find many similar solutions. It is because the technology to open locks by cards

or tags | so popular. Most of the entry doors to block of flats use that technology.

The disadvantages of our project are of course the price, and size. As we haven’t got any special machines
to mass produce the electronic parts and assembly machines our solution is on the bigger side. The price
also comes through the quantity of essential components. As a single component the price is much higher

than a mass-producing company would buy.

The advantage is that you can add a new tag or card with only using a “Maser card” (special card only for
adding or removing tags or cards). Another advantage is that we include LCD display and you can see what

you are supposed to do.



2.2 Technical analysis

The project shut work as normal lock that you can find in entrance doors to block of flats or offices. The
function is you use your card or tag and the door will open. We improve this with the possibility of
selecting one card and by that card you can easily manage other cards (adding/removing). This system we

designed for few users like from 1 — 20 users. That is because adding like 200 users will be uncomfortable.

Our project consists of pu processor Arduino Uno, LCD display 20*4 characters, RFID reader (RFID-RC552),
real time clock (Tiny RTC I12C module), solenoid (12V), external power supply (12V), bipolar transistor NPN
(BD139) and LED diode indication.
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Solenoid Reference 2

Solenoid is the generic term for a coil of wire used as an electromagnet. It also refers to any device that
converts electrical energy to mechanical energy using a solenoid. The device creates a magnetic field from
electric current and uses the magnetic field to create linear motion. Common applications of solenoids

are to power a switch, like the starter in an automobile, or a valve, such as in a sprinkler system.

How a Solenoid Works

A solenoid is a coil of wire in a corkscrew shape wrapped around a piston, often made of iron. As in all
electromagnets, a magnetic field is created when an electric current passes through the wire.
Electromagnets have an advantage over permanent magnets in that they can be switched on and off by the
application or removal of the electric current, which is what makes them useful as switches and valves and

allows them to be entirely automated.

Like all magnets, the magnetic field of an activated solenoid has positive and negative poles that will
attract or repel material sensitive to magnets. In a solenoid, the electromagnetic field causes the piston to

either move backward or forward, which is how motion is created by a solenoid coil.

Reference 1



2.3 Used Technologies

We've used Arduino Uno with RFID reader and real time clock. On the programming side we had to use

C language used by Arduino and a few libraries: RTC library for real time clock, SPI (Serial Peripheral
Interface) library for communication, MFRC522 library for RFID reader and Liquid Crystal for handling LCD.
Because of the type of Arduino, we used, it was challenging to create compact and fully functioning

program, but after two meetings software and hardware part worked just fine.

2.4 Financial Analysis

SWOT Analysis
Strengths

*  Our project is very compact
*  Simple but effective solution
*  Unique adding/removing by “Master card “

Weaknesses

*  Cost per unit
* Possible low production rate

Opportunities

*  Future improvement
* Expansion

Threats

*  Bigger cost than companies from China
*  Finger print scanner instead of RFID

Comparison
| will compare our project to AGPtEK RFID Home Security Kit that | find on Amazon (reference no. 3).
Advantages of our solution:

*  Cheaper
*  You can have more than 10 tags
* More compact

Disadvantages of our solution:

* Lesssecure
*  More time to prepare the lock (building and programing process)



3 Practical part

3.1 Electronics

Transistor as a Switch

The transistor is used because the solenoid is 12V and the Arduino can’t have 12V output. In our project we
use transistor to switch on/off the solenoid. For this purpose, we use BD193. It is bipolar transistor type
NPN. When logical 1 is the output of the Arduino the transistor is saturated, and the lock can be opened.
When logical 0 is the output of the Arduino the transistor is cut-off and the lock can’t be opened.
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For communication with user we decided to use basic liquid-crystal display.
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RFID RC 552

Main purpose of our project is to open lock with RFID cards/tags, so we must have some RFID reader. Radio-
Frequency Identification (RFID) is normally used to read information stored on special cards/tags. Tags can
be read over some thin objects. That is useful for us because we can hide it in our case with all electronic
parts. Our reader Reads / Writes at the clock 13.56MHz. It uses SPI protocol to communicate with

Arduino. The benefits of this reader are low cost and low voltage. It only uses 3.3V from Arduino.
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3.2 Programs

After turning the system on, we are asked to add a Master Tag — RFID tag, which will be administrating all other
tags. When it gets close to reader, system switches to programming mode and expects new tag to get close to
reader. After that happens, newly registered tag will be granted access after it gets close to reader. If the system
is in programming mode and already registered tag gets close to reader, it will be unregistered and won’t be able

to access what’s behind doors anymore, unless administrator registers it again.

Out of programming mode, program listens for new tags getting close to reader and when that happens, it
looks for tag’s unique identifier in an array and if it gets found, access is granted and green LED lights up,
else it is denied and red LED lights up then. This way, we don’t store any data outside the Arduino’s internal

memory as it is hard to develop program which won’t overflow available program memory of Arduino Uno.

We also used Real Time Clock, which allows us to show actual date and time on the display, when the
system listens to any incoming tags and nothing happens. If the project gets developed further, after
switching to bigger Arduino, it is possible to store information about users and history of grants and denies

of access with timestamp.

Flowchart (Attachment 2)



3.3 Mechanical

We've created simple door model using wooden plank and wooden post (simple blueprint can be found in
attachment 1). Inside jamb created from post there is place, where electromagnet is mounted and

jammed. Latch has been made of spring, small screw and small steel washer keeping it all together.
3.4 Testing

At the beginning, we were testing only if the program works correctly — we weren’t using electromagnetic
lock, just LCD, LEDs and of course RFID reader. When we started with the code, there were some small
mistakes, that we had to find, so we tested everything line after line. After hours of testing, debugging and

correcting the code, all started to work as we wanted since the beginning.

In the next meeting session, we focused on making the circuit for electromagnet and testing it. We had to
power electromagnet up with 12 V power supply, so we had to use transistors and relay the opening signal
from Arduino to electromagnet as 12 V. After that was working fine, all we had to do was recreate the
circuit, as using contact plate is not very durable, and mount everything together — put the electromagnet
and box with electronics in place.



4 Conclusion

We find the project successful and we have learned a lot working together.

Patryk Bojczuk:

I’'ve learned more about electronics and got to know C language, which is used to program Arduino Uno.
| think, in the future project can be extended, using Arduino with more memory, we could create access
logging (ex. if someone gets access to the door or not, it will be logged in file with current timestamp

and RFID tag’s unique identifier) and possibility to open the door via phone application or web page.

| think that our teamwork has been successful, we split a work between us both, so we had been working
most of the time. The big limitation was a time. We must have some changes in design because of the

time. | think
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6 Attachments

6.1 Attachment 1

400
500

200
300

Grey area is where electromagnet is placed, and circle is a simple handle.
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6.2 Attachment 2

Display
LAccess Denied”
information
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v

Get Tag’s ID
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1 Introduction

The project that we chose is a solar tracker. We both chose the project for the same reason
and that reason is the fact that we are both interested in renewable sources of energy. The
main benefit of solar trackers is significantly higher performance of solar panels. In a world
that gets more polluted day by day this can be very important. More efficient solar panels
mean that we can fit more solar panels on a smaller surface or fit the same amount of solar
panels on the same surface but instead generate more power. The world is moving more and
more towards renewable sources of energy and making all sources of renewable energy more

efficient is a crucial step towards a cleaner, pollution free future.

As we can see on the graph below, a solar panel that is mounted on some kind of a solar tracker (in

this case biaxial servo system) generates a notably higher amount of electricity, thus making it more

efficient.
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Picture 1: Solar tracker efficiency graph



2 Theoretical part

2.1 Market analysis
There are a lot of different versions of this project on the current market. They are mostly

different in dimensions, amount of produced energy, ways to follow the sun, and finally of
course the cost. Solar panels with solar tracking capabilities are definitely better than solar

panels without any kind of tracking, because the ability to track the sun maximizes its potential

of produced energy. It can, and it is normally used in renewable ways to produce energy.

Picture 2: Solar trackers

For example, let’s look at a tracker that can be bought, Solar Tracker 2-axis ST44M2V3P.

Picture 3: 2 Axis Solar tracker



It has an astronomic tracking algorithm with precision of 0,5 degrees; all types of CPV usage

including round parabolic, but mainly attended for 3 flat solar panels; real time clock & date;

setting, monitoring, upgrading, controlling & driving via PC and more.

2.2 Technical analysis

Our project should be 3D-printed in as good quality as possible, and then be put up all together

with the rest of parts, which are:

- an Arduino (we used Arduino Mega),

Picture 4: Arduino Mega

Microcontroller Atmega2560 Flash Memory 256 KB of which 8 KB used
by bootloader

Operating Voltage 5v SRAM 8 KB
Input Voltage 7-12V EEPROM 4 KB
(recommended)
Input Voltage (limit) 6-20V Clock Speed 16 MHz
Digital I/O Pins 54 (of which 15 provide LED_BUILTIN 13

PWM output)
Analog Input Pins 16 Lenght 101.52 mm
DC Current per I/0 Pin 20mA Width 53.3mm
DC Current for 3.3V Pin 50mA Weight 379




- 2 servo motors (SG90),

Heigth 32mm
Width 12 mm
Lenght 32mm
Speed (sec) 0.1
Torque (kg-cm) 2.5
Weight (g) 14.7
Voltage 4.8-6
Picture 5: SG90 Servo motor
- 4 LDRs,
Number of Pins 2
Light Resistance 10-20k Ohm
Dark Resistance >1M Ohm
Lead Spacing 0.2”

Picture 6: Photoresistor

- 4 x10kQ resistor,




bluetooth module paired with a phone app,

Ll el alal
s ..

Picture 7: MLT-BT05 Bluetooth module

MANUAL/AUTO ROTATION SPEE

Picture 8: Blynk app page 1

Standby power consumption 90uA-400uA
Power input 3.6V-6V
Size 43mm x 15mm

180 HORIZONTAL

Picture 9: Blynk app page 2




- acustom made Arduino shield for easier and nicer connections.
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Picture 10: Arduino Mega shield

When it is finished, it should calculate from which side the light shines the brightest and

automatically rotate the platform towards it. Also, there is a phone app to control the whole

sun tracker via Bluetooth.

However, in comparison to normal sun trackers that are currently out on the market, our
project is just a small model. Because of its small size it doesn’t even generate enough power
to power itself. This is all because of the small surface area of the solar panel and that’s why

there is no need for the solar panel to even be attached to it.

The project serves as a demonstration piece, a small model/toy that shows how the real things

work. Bigger and more expensive solar trackers usually also have higher quality parts so they

can be more accurate.

Because we used servo motors in this project, the tracker was originally limited to 180 degree
horizontal motion, but that was quickly fixed with some software tricks. The cables that attach
the 4 LDRs to the Arduino also needed to be really soft, because otherwise they could put too

much strain on the servo motors, which are quite cheap.



N e

Picture 11: Solar tracker in progress

2.3 Used Technologies

3D printer: We printed most of this solar tracker. Most of the parts that we needed
were printed on an XYZ da Vinci 1.0 A. This process was really long since obviously 3D
printers take some time to print things so every part needed some hours to be fully 3D

printed. The entire thing was printing for almost a whole week.



Picture 12: Printing the main base

4 LDRs: We are using 4 LDRs; they are used to measure the light. In the program we
calculate 4 averages (top, bottom, left, right) and then move the servo motors according
to the highest average.

Servo motors: We are using 2 servo motors (one for vertical rotation and the other for
horizontal rotation).

Bluetooth module: This is used for the communication with the Blynk phone app which
can be used to manually control the solar tracker and can also be used to adjust some
settings for the solar tracker.

Arduino Mega: This is the brain of the project. Everything depends on it. The program is
uploaded onto it. It calculates where the tracker has to rotate.

Programming language: The program language we are using is C (in the default Arduino

IDE).

2.4 Financial Analysis
Our project costed about 80€. Sadly it cannot really be made any cheaper, because we already

used some of the cheapest parts available on the market. Of course it could always be made

more expensive. For example we could use a better 3D printer with a bit more expensive

filament so the 3D printed parts would turn out a little bit nicer and smoother. We could also

8



use higher quality motors or maybe some other modules to increase the accuracy of the final

product. Theoretically, there is no limit on how expensive the project could be.

We think that we can’t really compare our project to the solar trackers that are out on the
market today, because it’s tiny compared to the real things. The ones that are sold on the
market are usually really expensive, big and are made to generate lots of energy, while our

project is just a miniature model to show how solar trackers work.

To summarize things up, our solar tracker cannot really be compared to anything else on the

market today because of its small size and low power generating capabilities.

Strengths: This solar tracker is really cheap (in comparison to other big solutions on the market
today) and can be placed anywhere. It can also be used as a model to show and explain to

people how some of the 2 axis solar trackers work.

Weaknesses: It is really small and can generate only small amounts of power (not enough to

fully power itself due to its small platform for solar panels).

Picture 6: Solar Sun Tracker for 600€



3 Practical part

3.1 Electronics

For sensing the light from the environment we used 4 photoresistors, which are light sensitive
resistors whose resistance decreases as the intensity of light they are exposed to increases.
They are plugged into the first four analog inputs (A0, A1, A2, A3) on the Arduino Mega. One
leg of the LDR is connected to VCC (5V) and the other leg is connected to the analog input pin

on Arduino. A 10K Ohm resistor is also connected to the same leg and then grounded.

AT
I 30vU

fritzing
Picture 13: Photoresistors in the tracker Picture 14: LDR schematic

We also used a MLT-BTO5 Bluetooth module paired with the Blynk loT platform. The module is also
connected to the 5v Arduino power output and off course also grounded. The RX and TX pins of the

module are connected to the 12 and 13 digital output pins on our Arduino.

5D O (

i

'f A 7 ¢=GND
Power:36V—8V =V0r

Please note that the

bluetooth module on the
schematic is HC-05, while
we are using MLT-BT05
bluetooth module on our
shield project

picture 15: Bluetooth module on the Picture 16: Bluetooth module schematic
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The parts that make everything move are the two servo motors. They are rotating the platform
with some gears, which are of course 3D printed. They are connected to the VCC (5V) on the

Arduino. The data cables are connected to the 10 and 11 PWD digital output pins.

Picture 17: Servos and gears from the side Picture 18: Servos and gear from the front

Picture 19: Servos and gears from the top

fritzing

Picture 20: Servo schematic
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We made a custom shield to which all of the input and output devices are connected to so
everything looks cleaner and more organized. It is also worth mentioning that the cables can

